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SECURITY CONTROL STANDARD: SECURITY ASSESSMENT
AND AUTHORIZATION

The National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53 describes the
required process for selecting and specifying security controls for an information system based on its
security categorizing, including tailoring the initial set of baseline security controls and supplementing the
tailored baseline as necessary based on an organizational assessment of risk.

This standard specifies organization-defined parameters that are deemed necessary or appropriate to
achieve a consistent security posture across the Department of the Interior. In addition to the NIST SP
800-53 Security Assessment and Authorization (CA) control family standard, supplemental information is
included that establishes an enterprise-wide standard for specific controls within the control family. In
some cases additional agency-specific or Office of Management and Budget (OMB) requirements have
been incorporated into relevant controls. Where the NIST SP 800-53 indicates the need for organization-
defined parameters or selection of operations that are not specified in this supplemental standard, the
System Owner shall appropriately define and document the parameters based on the individual
requirements, purpose, and function of the information system. The supplemental information provided
in this standard is required to be applied when the Authorizing Official (AO) has selected the control, or
control enhancement, in a manner that is consistent with the Department’s IT security policy and
associated information security Risk Management Framework (RMF) strategy.

Additionally, information systems implemented within cloud computing environments shall select,
implement, and comply with any additional and/or more stringent security control requirements as
specified and approved by the Federal Risk and Authorization Management Program (FedRAMP) unless
otherwise approved for risk acceptance by the AO. The additional controls required for implementation
within cloud computing environments are readily identified within the Priority and Baseline Allocation
table following each control and distinguished by the control or control enhancement represented in bold
red text.

CA-1 SECURITY ASSESSMENT AND AUTHORIZATION POLICIES AND
PROCEDURES

Applicability: All Information Systems
Control: The organization develops, disseminates, and reviews/updates at least annually:

a. Formal, documented security assessment and authorization policies that address purpose, scope, roles,
responsibilities, management commitment, coordination among organizational entities, and
compliance; and

b. Formal, documented procedures to facilitate the implementation of the security assessment and
authorization policies and associated security assessment and authorization controls.

Supplemental Guidance: This control is intended to produce the policy and procedures that are required
for the effective implementation of selected security controls and control enhancements in the security
assessment and authorization family. The policies and procedures are consistent with applicable federal
laws, Executive Orders, directives, policies, regulations, standards, and guidance. Existing organizational
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policies and procedures may make the need for additional specific policies and procedures unnecessary.
The security assessment/authorization policies can be included as part of the general information security
policy for the organization. Security assessment/authorization procedures can be developed for the
security program in general and for a particular information system, when required. The organizational
risk management strategy is a key factor in the development of the security assessment and authorization
policy. Related control: PM-9.

Control Enhancements: None.

References: NIST Special Publications 800-12, 800-37, 800-53A, 800-100.

Priority and Baseline Allocation:

| P1 | LOW CA-1 | MOD CA-1 | HIGH CA-1

CA-2 SECURITY ASSESSMENTS

Applicability: All Information Systems
Control: The organization:

a. Develops a security assessment plan that describes the scope of the assessment including:
- Security controls and control enhancements under assessment;
- Assessment procedures to be used to determine security control effectiveness; and
- Assessment environment, assessment team, and assessment roles and responsibilities;

b. Assesses the security controls in the information system at least annually to determine the extent to
which the controls are implemented correctly, operating as intended, and producing the desired
outcome with respect to meeting the security requirements for the system;

c. Produces a security assessment report that documents the results of the assessment; and

d. Provides the results of the security control assessment, in writing, to the authorizing official or
authorizing official designated representative.

Supplemental Guidance: The organization assesses the security controls in an information system as part
of: (i) security authorization or reauthorization; (ii) meeting the FISMA requirement for annual
assessments; (iii) continuous monitoring; and (iv) testing/evaluation of the information system as part of
the system development life cycle process. The assessment report documents the assessment results in
sufficient detail as deemed necessary by the organization, to determine the accuracy and completeness of
the report and whether the security controls are implemented correctly, operating as intended, and
producing the desired outcome with respect to meeting the security requirements of the information
system. The FISMA requirement for (at least) annual security control assessments should not be
interpreted by organizations as adding additional assessment requirements to those requirements already
in place in the security authorization process. To satisfy the FISMA annual assessment requirement,
organizations can draw upon the security control assessment results from any of the following sources,
including but not limited to: (i) assessments conducted as part of an information system authorization or
reauthorization process; (ii) continuous monitoring (see CA-7); or (iii) testing and evaluation of an
information system as part of the ongoing system development life cycle (provided that the testing and
evaluation results are current and relevant to the determination of security control effectiveness).
Existing security control assessment results are reused to the extent that they are still valid and are
supplemented with additional assessments as needed.
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Subsequent to the initial authorization of the information system and in accordance with OMB policy, the
organization assesses a subset of the security controls annually during continuous monitoring. The
organization establishes the security control selection criteria and subsequently selects a subset of the
security controls within the information system and its environment of operation for assessment. Those
security controls that are the most volatile (i.e., controls most affected by ongoing changes to the
information system or its environment of operation) or deemed critical by the organization to protecting
organizational operations and assets, individuals, other organizations, and the Nation are assessed more
frequently in accordance with an organizational assessment of risk. All other controls are assessed at
least once during the information system’s three-year authorization cycle. The organization can use the
current year’s assessment results from any of the above sources to meet the FISMA annual assessment
requirement provided that the results are current, valid, and relevant to determining security control
effectiveness. External audits (e.g., audits conducted by external entities such as regulatory agencies) are
outside the scope of this control. Related controls: CA-6, CA-7, PM-9, SA-11.

Control Enhancements:

1.

The organization employs an independent assessor or assessment team to conduct an assessment of
the security controls in the information system.

Enhancement Supplemental Guidance: An independent assessor or assessment team is any individual
or group capable of conducting an impartial assessment of an organizational information system.
Impartiality implies that the assessors are free from any perceived or actual conflicts of interest with
respect to the developmental, operational, and/or management chain associated with the information
system or to the determination of security control effectiveness. Independent security assessment
services can be obtained from other elements within the organization or can be contracted to a public
or private sector entity outside of the organization. Contracted assessment services are considered
independent if the information system owner is not directly involved in the contracting process or
cannot unduly influence the impartiality of the assessor or assessment team conducting the
assessment of the security controls in the information system. The authorizing official determines the
required level of assessor independence based on the security categorization of the information
system and/or the ultimate risk to organizational operations and assets, and to individuals. The
authorizing official determines if the level of assessor independence is sufficient to provide
confidence that the assessment results produced are sound and can be used to make a credible, risk-
based decision. In special situations, for example when the organization that owns the information
system is small or the organizational structure requires that the assessment be accomplished by
individuals that are in the developmental, operational, and/or management chain of the system owner,
independence in the assessment process can be achieved by ensuring that the assessment results are
carefully reviewed and analyzed by an independent team of experts to validate the completeness,
accuracy, integrity, and reliability of the results.

The organization includes an independent penetration test as part of security control assessments, at
least annually, for all high impact information systems. Electronic and hard copy reports of
penetration test results will be provided to the COR. The government will reserve the right to
conduct unannounced and prearranged independent vulnerability scans using government personnel
or another contractor.

Enhancement Supplemental Guidance: Penetration testing exercises both physical and technical
security controls. A standard method for penetration testing consists of: (i) pretest analysis based on
full knowledge of the target system; (ii) pretest identification of potential vulnerabilities based on
pretest analysis; and (iii) testing designed to determine exploitability of identified vulnerabilities.
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Detailed rules of engagement are agreed upon by all parties before the commencement of any
penetration testing scenario. These rules of engagement are correlated with the tools, techniques, and
procedures that are anticipated to be employed by threat-sources in carrying out attacks. An
organizational assessment of risk guides the decision on the level of independence required for
penetration agents or penetration teams conducting penetration testing. Red team exercises are
conducted as a simulated adversarial attempt to compromise organizational missions and/or business
processes to provide a comprehensive assessment of the security capability of the information system
and organization. While penetration testing may be laboratory-based testing, red team exercises are
intended to be more comprehensive in nature and reflect real-world conditions. Information system
monitoring, malicious user testing, penetration testing, red-team exercises, and other forms of security
testing (e.g., independent verification and validation) are conducted to improve the readiness of the
organization by exercising organizational capabilities and indicating current performance levels as a
means of focusing organizational actions to improve the security state of the system and organization.
Testing is conducted in accordance with applicable federal laws, Executive Orders, directives,
policies, regulations, and standards. Testing methods are approved by authorizing officials in
coordination with the organization’s Risk Executive Function. Vulnerabilities uncovered during red
team exercises are incorporated into the vulnerability remediation process. Related controls: RA-5,
SI-2.

References: FIPS Publication 199; NIST Special Publications 800-37, 800-53A, 800-115.

Priority and Baseline Allocation:

| P2 | LOWCA-2(1) |MODCA-2(1) | HIGH CA-2 (1) (2) |

CA-3 INFORMATION SYSTEM CONNECTIONS

Applicability: All Information Systems
Control: The organization:

a. Authorizes connections from the information system to other information systems outside of the
authorization boundary through the use of Interconnection Security Agreements;

b. documents, for each connection, the interface characteristics, security requirements, and the nature of
the information communicated; and

c. Monitors the information system connections on an ongoing basis verifying enforcement of security
requirements.

Supplemental Guidance: This control applies to dedicated connections between information systems and
does not apply to transitory, user-controlled connections such as email and website browsing. The
organization carefully considers the risks that may be introduced when information systems are connected
to other systems with different security requirements and security controls, both within the organization
and external to the organization. Authorizing officials determine the risk associated with each connection
and the appropriate controls employed. If the interconnecting systems have the same authorizing official,
an Interconnection Security Agreement is not required. Rather, the interface characteristics between the
interconnecting information systems are described in the security plans for the respective systems. If the
interconnecting systems have different authorizing officials but the authorizing officials are in the same
organization, the organization determines whether an Interconnection Security Agreement is required, or
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alternatively, the interface characteristics between systems are described in the security plans of the
respective systems. Instead of developing an Interconnection Security Agreement, organizations may
choose to incorporate this information into a formal contract, especially if the interconnection is to be
established between a federal agency and a nonfederal (private sector) organization. In every case,
documenting the interface characteristics is required, yet the formality and approval process vary
considerably even though all accomplish the same fundamental objective of managing the risk being
incurred by the interconnection of the information systems. Risk considerations also include information
systems sharing the same networks. Information systems may be identified and authenticated as devices
in accordance with 1A-3. Related controls: AC-4, 1A-3, SC-7, SA-9.

Control Enhancements: None.

References: FIPS Publication 199; NIST Special Publication 800-47.

Priority and Baseline Allocation:

| P1 | LOW CA-3 | MOD CA-3 | HIGH CA-3

CA-5 PLAN OF ACTION AND MILESTONES

Applicability: All Information Systems
Control: The organization:

a. Develops a plan of action and milestones for the information system to document the organization’s
planned remedial actions to correct weaknesses or deficiencies noted during the assessment of the
security controls and to reduce or eliminate known vulnerabilities in the system; and

b. Updates existing plan of action and milestones at least quarterly based on the findings from security
controls assessments, security impact analyses, and continuous monitoring activities.

Supplemental Guidance: The plan of action and milestones is a key document in the security
authorization package and is subject to federal reporting requirements established by OMB.

Related control: PM-4.

Control Enhancements: None mandated.

References: OMB Memorandum 02-01; NIST Special Publication 800-37.

Priority and Baseline Allocation:

| P3 | LOW CA-5 | MOD CA-5 | HIGH CA-5

CA-6 SECURITY AUTHORIZATION

Applicability: All Information Systems
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Control: The organization:

a. Assigns a senior-level executive or manager to the role of authorizing official for the information
system;

b. Ensures that the authorizing official authorizes the information system for processing before
commencing operations; and

c. Conducts ongoing security authorization of information systems through the implementation of
continuous monitoring programs.

Supplemental Guidance: Security authorization is the official management decision, conveyed through
the authorization decision document, given by a senior organizational official or executive (i.e.,
authorizing official) to authorize operation of an information system and to explicitly accept the risk to
organizational operations and assets, individuals, other organizations, and the Nation based on the
implementation of an agreed-upon set of security controls. Authorizing officials typically have budgetary
oversight for information systems or are responsible for the mission or business operations supported by
the systems. Security authorization is an inherently federal responsibility and therefore, authorizing
officials must be federal employees. Through the security authorization process, authorizing officials are
accountable for the security risks associated with information system operations. Accordingly,
authorizing officials are in management positions with a level of authority commensurate with
understanding and accepting such information system-related security risks. Through the employment of
a comprehensive continuous monitoring process, the critical information contained in the authorization
package (i.e., the security plan (including risk assessment), the security assessment report, and the plan of
action and milestones) is updated on an ongoing basis, providing the authorizing official and the
information system owner with an up-to-date status of the security state of the information system.

Rather than enforcing a static three-year reauthorization process, and to reduce the administrative cost of
security reauthorization, the authorizing official uses the results of the continuous monitoring process to
the maximum extent possible as the basis for the ongoing authorization. In accordance with OMB policy,
continuous monitoring programs thus fulfill the three-year security reauthorization requirement
eliminating the need for a separate reauthorization process. Related controls: CA-2, CA-7, PM-9, PM-10.

Control Enhancements: None.

References: OMB Circular A-130; OMB M-11-33; NIST Special Publication 800-37.

Priority and Baseline Allocation:

| P3 | LOW CA-6 | MOD CA-6 | HIGH CA-6

CA-7 CONTINUOUS MONITORING

Applicability: All Information Systems

Control: The organization establishes a continuous monitoring strategy and implements a continuous
monitoring program that includes:

a. A configuration management process for the information system and its constituent components;
b. A determination of the security impact of changes to the information system and environment of
operation;
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c. Ongoing security control assessments in accordance with the organizational continuous
monitoring strategy; and

d. Reporting the security state of the information system to the Authorizing Official at least
quarterly.

Supplemental Guidance: A continuous monitoring program allows an organization to maintain the
security authorization of an information system over time in a highly dynamic environment of operation
with changing threats, vulnerabilities, technologies, and missions/business processes. Continuous
monitoring of security controls using automated support tools facilitates near real-time risk management
and promotes organizational situational awareness with regard to the security state of the information
system. The implementation of a continuous monitoring program results in ongoing updates to the
security plan, the security assessment report, and the plan of action and milestones, the three principal
documents in the security authorization package. A rigorous and well executed continuous monitoring
program significantly reduces the level of effort required for the reauthorization of the information
system. Continuous monitoring activities are scaled in accordance with the security categorization of the
information system. Related controls: CA-2, CA-5, CA-6, CM-3, CM-4.

Control Enhancements:

2. The organization plans, schedules, and conducts annual unannounced, penetration testing and in-
depth monitoring to ensure compliance with all vulnerability mitigation procedures.

Enhancement Supplemental Guidance: Examples of vulnerability mitigation procedures are contained
in Information Assurance Vulnerability Alerts. Testing is intended to ensure that the information
system continues to provide adequate security against constantly evolving threats and vulnerabilities.
Conformance testing also provides independent validation. See supplemental guidance for CA-2,
enhancement (2) for further information on malicious user testing, penetration testing, red-team
exercises, and other forms of security testing. Related control: CA-2.

References: NIST Special Publications 800-37, 800-53A; US-CERT Technical Cyber Security
Alerts; DOD Information Assurance Vulnerability Alerts.

Priority and Baseline Allocation:

| P3 | LOW CA-7 | MOD CA-7 (2) | HIGH CA-7 (2)
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