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. 1 Intro ductlon

1.1 Purpose — Establish Standards

““The purpose of the Plan of Action and Milestones (POA&M) Process Standard is to provide
Department of the Interior (DOI) personnel who have POA&M responsibilities with the standard
procedures for developing, maintaining, and reporting their POA&M weaknesses in the Cyber
Security Assessment and Management (CSAM) FISMA Reporting solution.

The POA&M Process Standard establishes the criteria for the POA&M process to ensure that
bureaus and offices effectively implement DOI information technology (IT) security program
requirements and that the DOI information security postire and program continues to improve.

1.2 Background

The DOI POA&M Process Standard incorporates the POA&M requirements mandated by the
Office of Management and Budget (OMB) to comply with the Federal Information Security
Management Act of 2002 (FISMA). The Departmental Office of the Chief Information Officer
(OCIO) has integrated the PO4&M Process Standard into the DOI IT security program to
formalize the process of remediating IT Security weaknesses, to ensure that weaknesses are
appropriately prioritized for m1t1gat10n and to ensure that all weaknesses are being addressed
and resolved.

On April 30, 2007 Interior selected CSAM from the Department of Justice (DOJ), a Shared
Services Center (SSC) under the OMB Information Systems Security Line of Business (ISS
LOB) to automate FISMA data management and reporting for DOL -

CSAM provides DOI bureaus and offices with automated tools for managing security
assessments, developing security plans, and reporting POA&M information. CSAM was
purchased as Government Off-the-Shelf (GOTS) software from the DOJ, and during Quarter 4 of
Fiscal Year 2008 all DOI bureaus and offices began to use CSAM to manage their FISMA-based
information security programs.

1.3 Scope

This document applies to all DOI IT security programs and systems and those individuals havmg
responsibility for:

¢ Management and operations of IT security programs and systems;
o Ensuring the effective security configuration and posture of systems;

o Identifying, documenting, and implementing corrective actions.

Any personnel tasked with completing POA&M activities should read this document to become
familiar with POA&M standards and processes.
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2 General POA&M Overwew

Tt

A POA&M is a management tool fhat outhnes 1dent1ﬁed IT security program and systém
weaknesses along with the tasks necessary to correct or mitigate them. To facilitate the
remediation of weaknesses, the POA&M provides a means of planmng and momtormg
corrective actions; identifies those responsible for solving problems; assists in 1dent1fy1ng
security funding requirements; tracks and prioritizes resources; and informs senior management
of the security status of programs and systems.

Remediation of security weaknesses is essential to achieving a mature and sound IT security
program. A POA&M process to manage weaknesses is one of the key measures used by the
Inspector General (IG), OMB, and Congress to assess an agency’s information secunty program,
posture and progress.

2.1 POA&M Definition and Purpose

The purpose of a POA&M is to assist agencies in-identifying, assessing, prioritizing, and - -
monitoring the progress of corrective efforts for security weaknesses found in programs and IT
systems. DOI Program Managers are required to use POA&M:s to manage the activities needed
to close their security performance gaps, assist the IG in his/her evaluation work of agency
security performance, and assist with oversight responsibilities.

The POA&M presents an opportunity to highlight progress and demonstrate improvements in the
quality and security of the IT security program. It is also designed to serve as a management tool
and as a point of comparison for the OCIO in.its assessment of the overall maturity of the DOI's
IT security program status.

. Though the POA&M is considered a comprehensive plan, OMB operates under the assumption
that additional, more detailed project management plans exist for each corrective action item
identified in the POA&M. It also assumes that the sources of identified weaknesses (e.g., IG
audit reports and risk assessments) are readily available to provide original documentation of
each weakness. Thus, each POA&M element should be clearly traceable to any additional
project plans and back to its original source(s).

2.2 The POA&M in Context of Certification and Accreditation

According to National Institute of Standards and Technology (NIST) Special Publication (SP)
800-37 Revision 1, Guide for Applying the Risk Management Framework to Federal Information
Systems, the POA&M is a required document developed during the certification and
accreditation (C&A) process and included in the final C&A package to document and help
manage the mitigation of weaknesses identified during that process. The POA&M clearly
informs the Authorizing Official (AO) of system weaknesses and their associated risks and
presents their remediation plans or recommendation to accept the residual risk.

Once the AO authorizes a system for operation, the POA&M becomes part of the continuous
‘monitoring process and is used to document and manage weaknesses identified throughout the
system’s lifecycle. POA&M weaknesses must be updated in CSAM no less than on a quarterly
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basis. -The OCIO Cyber Security Division (CSD) is responsible for reviewing and submitting” e+ -

quarterly reports to OMB in accordance with OMB instructions for preparmo the FISMA report
- and Privacy Management report.

SRN

2.3 Which Systems Require a POA&M?

All systems that are either in the operational phase of their lifecycle or connected to a production
environment potenually affecting other operational systems, or that process live production data
require POA&Ms.! Below are some special
circumstances, and the POA&M requirements they
must meet. '

OA&Ms ARE REQUIRED FOR:"

e Systems undergoing C&A in preparation
for entering a production environment
require a POA&M as part of the C&A

- package. The C&A package POA&M
identifies system weaknesses for which
corrective actions have been planned and _
the required funding to implement the changes. New system POA&M:s are created prior
to the first C&A phase (Initiation) and are added into CSAM at the time of their creation
to ensure complete awareness of upcoming requirements.

e POA&Ms are no longer required for systems once they have been decommissioned.

e Typically, at least one POA&M should be maintained for each system®. Separate
POA&Ms should not be submitted on minor applications or distributed segments of
systems. Exceptions may include such circumstance as when there are instances of an
application running locally such as FPPS.

2.4 System Funding and Budgets
2.4.1 Funding

POA&Ms are used by OMB to assess the state of the Federal Government’s IT security and to
aid in oversight of the Federal Government and its IT investments. OMB requires tying the
POA&M to the budgeting process to ensure funding for IT security costs are considered
throughout the system lifecycle. Systems that do not adequately address a plan for securing
funding for mitigation of IT security weaknesses can be placed “at risk” and potentially lose
funding. '

! A production system is one that stores, transits or processes live data, or is operating in a production environment
However, please note that if any system meets the described criteria, irrespective of whether or not it is considered
to be a production system or in the operational phase of its life cycle (e.g., a pilot or development system either
connected to a production environment or that processes production data/information) requires either have an

Interim Approval to Operate (IATO) or Authorization to Operate (ATO) and appropriate C&A documentation,
including a POA&M.

2 A system is defined by the accreditation boundary as documented in the C&A package’s System Secunty Plan
(SSP). The inventory of systems must also be maintained in CSAM by each bureau or office and there must be a
POA&M corresponding to each of those systems. :
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- For major mvestments, OMB requires that POA&Ms be cross-referenced through answersto -
questions when completmg section:ILB::0f the Exhibit 300. The response to all questions in this:::

. section of the Exhibit 300 should align:with weaknesses reported in the POA&M. Answersto. - .5 . -

question I.B.1 (A) in the Exhibit 300 (“What is the total dollar amount allocated to IT securz'ty
for this investment? Please indicate whether an increase in IT security funding is requested to

remedy IT security weaknesses, specifying the amount and a general description of the ——
weakness. ) should link to each system-level POA&M weakness in the following manner:

o Although the total dollar amount allocated to IT security for the system niay not match
the POA&M exactly, the Exhibit 300 will include figures from the POA&M in addition

to security costs as a separate, but related, component of the ongoing operational and
maintenance (O&M) costs.

e The increase in security funding necessary to mitigate the weakness should match those ,
hsted in the “Cost” field of the POA&M. '

® Identification of the security weaknesses noted in the cépital planning document should
match those identified in the POA&M.

Bureau or office system owners and Chief Information Officers (CIOs) are responsible for- -
-.ensuring that the IT security costs necessary to remediate weaknesses are identified, reviewed,
. and considered in the bureau or office Capital Planning and Investment Control (CPIC)
processes, and clearly identified in the POA&M and the Exhibit 300s in 2 manner that easily
distinguishes those costs from routine IT security related O&M costs.

2.5 Benefits of the POA&M

Through the process of strategically addressing vulnerabilities and weaknesses in the POA&M,
the mission of DOI can proceed without interruption or failure in appropriate delivery. Beyond
its function as the primary authoritative IT security management tool for addressing weaknesses,
the POA&M has other benefits related to producing valuable information for trending and
analysis, which supports IT business cases, and helps to maintain institutional knowledge and
facilitate effective communication among relevant system personnel. Each of these uses

provides the OCIO with greater control over its IT security program and increases the efficiency
of IT security management. .

e Producing Trending and Analysis Information. The POA&M can be used as a
. historical data source for management reporting and business intelligence on the costs,
effort, and time to mitigate IT security weaknesses. The type of weaknesses occurring
can be tracked, as well as their rate of recurrence. The POA&M provides the ability to
conduct analyses by system, program, or across the DOI enterprise.

¢ Supporting Business Cases. A comprehensive POA&M with accurate and reliable
financial estimates provides traceability and documents the security funding needed to
mitigate weaknesses, specifically at the operational phase of the system lifecycle.

* Maintaining Institutional Knowledge. A mature POA&M prevents reliance on one
individual to retain and communicate information pertinent to a system or an entire
program. '
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- Fadlitating EffectivetCommuuication. The POA&M: facilities comimunication and -~
. coordination among personnel, such as the CIO, system owners/managers budget
-~ personnel,-and program officials. ~

2.6 Roles and ResponSIbllities

Within DOI and across the Federal Govérnment, many job roles include POA&M
responsibilities. This is becanse POA&Ms are designed to be used by various types of
personnel, including CIOs, Bureau Chief Information Security Officers (BCISOs), the IG,
program officials, system owners and system managers, to track the progress of corrective
actions for an IT system’s weaknesses.

OMB’s guidance directs CIOs and program officials to develop, implement, and manage
POA&Ms for all programs and systems that they operate and control. For example, for program
officials, this includes all systems that support their operations and assets. While much of the

- focus of security involves IT security professionals, collaboration should also occur with senior.
management to ensure that weakness mitigation plans are in alignment with the organizational
mission and that funding is allocated appropriately. Coordination with budget and program
personnel then ensures that Weakness mitigation funding is incorporated into capital planning
Where necessary. "

~ The following DOI role déscriptions identify the POA&M respensibilifies of each. Ttis
~ recognized that there may be other individuals with varying titles throughout the bureaus and
offices that have been delegated responsibility to fulfill some of the described roles.

2.6.1 Departmental Level

2.6.1.1 Chief Information Officer is responsible for:

» Reporting to OMB on agency progress related to correcting weaknesses reflected in the
POA&M and the results of independent IG inspections;

o Reviewing the quarterly POA&M and ensuring that bureaus and offices have followed
policies and procedures when completing their respective POA&Ms.

2.6.1.2 Chief Informahon Security Officer is responsible for:

¢ Reviewing bureau- and office-level POA&Ms, ensuring that the POA&MSs comply w1th
Department-wide and OMB guidance;

o Implementing a quality assurance process that ensures all systems in the bureau or office
system inventory are accounted for, that weaknesses are adequately described, and that
planned corrective actions appropriately address the weaknesses.

2.6.2 Bureau Level
2.6.2.1 Authorizing Official is responsible for:

o The quarterly review of systems under their purview prior to the submission of POA&Ms
for OMB reporting;

¢ Reviewing all residual risk(s) recommended for acceptance by the System Owner, User
Representative, System Manager, or BCISO.

5
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. an authorization to operate (ATO). The AO may delegate activities surrounding the POA&M,; -
but cannot delegafe the acceptance of risk to the agency and must therefore be the direct
approver of any res1dual risk.

Because of the breadth of organizational responsibilities and significant demands on time, an
authorizing official cannot always be expected to participate directly in the planning and
technical meetings that occur during the POA&M management process. The AO’s designated
representative is an individual acting on the authorizing official’s behalf in coordinating and
carrying out the necessary activities required during the POA&M management and remediation
process for an information system.

The AO’s designated representative can be empowered by the authorizing official to make. .
* certain decisions with regard to the planning and resourcing of the remediation activities .
“associated with weaknesses identified on the POA&M and the determination. (but not . .. .
acceptance) of risk to agency 0perat1ons assets and individuals.

The only activity that cannot be delegated to the AQ’s designated representatwe is the
acceptance of risk and signing of documents in which the AO indicates acceptance of risk to the
agency or IT systems and associated information.

2.6.2.2 Authorizing Official Designated Repfesentative is responsible for:

o Interacting with the BCISO, Information System Owners, System Security Managers,
User Representative(s), and other interested parties durmg the POA&M management and
remediation process;

e Reviewing the quarterly POA&Ms and obtain the authorizing official’s signature on
acceptance of any residual risks when called upon.

If an AO’s designated representative is not selected the AO is responsible for carrymg out
the activities described above.

2.6.2.3 Bureau Chief Information Security Officer is responsible‘for:

e Managing the POA&M process to include collection and consolidation of POA&M
weaknesses at the bureau level for departmental reporting;

. Ensunng that all OIG recommenda‘uons have a corresponding POA &M weakness created
' in CSAM;

» Communicating standards and procedures related to the POA&M process;

» Reviewing POA&M weakness descriptions to ensure that they adequately describe
identified weakness; '

e Reviewing corrective actions to ensure that each is an effective and appropriate
mitigation solution for its targeted weakness;

3 Refer to NIST SP 800-37 Revision 1, Guide for Applying the Risk Management Framework to Federal
Information Systems, Page 35. ’

-“The Authorizing Cfficial.(AO)-must either-approve-or reject each recommendation forrisk # - 5~ :iix
acceptarice: This-is-an extension of the AO’s role of accepting or rejecting risk in;the:issuance- of
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szewmg'mﬂeswnes to -ensure th'at the y are relevant and will result in -correction.;or
nntlgatlon of each weakness;.:: =+ :

“Exisuring that all supportmgf’ewdeﬁtﬁr’& artifacts that support clostre of a POA&M

weakness has been uploaded into CSAM as an artifact to include, but not limited to,

Weakness Completion Verification Forms (WCVFs, screenshots and policy-related
documents;

Reviewing all accepted risk recommendations, ensuring that appropriate justifications are
provided and adequately explained;

Formulating the recommended bureau priority level for identified weaknesses in
consultation with System Owners;

Verifying the completion status of system security weaknesses reported in POA&M;

" Providing routine feview and status reports on corrective actions to the bureait CIO no

less than quarterly. - G

2. 6 2.4 Chief Informatlon Officer is responsible for: °

Perforrmng reviews of quarterly POA&M weaknesses and ensuring the accuracy and
completeness of the reports;

Reviewing resource and funding requirements to ensure adequate funding has been
identified and committed to implement corrective actions for each weakness;’

Reviewing and reassessing the prioritization of corrective actions;

Reviewing corrective action verifications to confirm adequate testmg and independent

Teview;

Certifying completed corrective actions in preparation for submission of the FISMA

quarterly report, thereby ensuring that completed security weakness remediation activities
are documented;

Ensuring that appropriate program officials have reviewed and accepted any residual
risks no less than quarterly.

2.6.2.5 System Owner is responsible for:

Developing, managing, and implementing POA&Ms;

Ensuring corrective actions are implemented in a timely manner consistent with the
scheduled commitments to resolve weaknesses as documented on their POA&M,;

Preparing documentation for verification of completed POA&M items;

Completing and uploadmg Weakness Completion Verification Forms (W CVF) into
CSAM as artifacts prior to closing POA&Ms;

Uploading evidentiary artifacts into CSAM in all updates whether the POA&M remains
open or is closed to demonstrate progress in remediating weaknesses;

Completing and uploading Bureau CIO POA&M Certification Transmittal memoranda
into CSAM;
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- = e Updating the C& A package witindocumentation on: completed P OA&N 1tem Gappen_d g g

= approved verification form);

R oo

" Condicting a routine reviet and érisuring that updates are entered into CSAM to reflect
corrective actions no less than quarterly, in coordination with the BCISO.

2.6.2.6 POA&M Coordinator is responsible for:

. The POA&M coordinator is responsible for collecting updated POA&M and or POA&M data
from the System Owners or their designees.

o Entering into CSAM POA&M weaknesses and/or updéted POA&M weakness
information from the System Owners or their designees;

o Ensuring that all supporting evidentiary artifacts that support closure of a POA&M
weakness has been uploaded into CSAM as an artifact to include, but not limited to,

 Weakness Completlon Verification Forms (W' CVFs, screenshots and pohcy—related
documents; oo

e Consolidating POA&Ms for quarterly submiission to the Cyber Secun'ty Division (CSD). S

2.7 Departmental Oversight

The Department Manual, part 18, paragraph 18.5(A)1, requires CSD to perform “oversight.” In
addition, part 375, chapter 19, paragraph 19.8(D)10, requires the Department’s CISO to oversee
“burean compliance with Federal and Departmental policies, guidelines, and regulations
governing IT security.”

The POA&M Process Standard establishes the criteria for implementation of DOI’s POA&M
process as mandated by OMB. DOI’s OCIO CSD is responsible for ensuring that POA&Ms
meet established criteria and are effective in prioritizing and managing weakness remediation
- and meeting their ultimate purpose of continuously improving the security posture of IT
programs and systems throughout DOL In the event POA&M weakness entries are not in
-compliance with the POA&M Process Standard, the CSD will issue corrective action
recommendations to the respective bureaw/office POA&M Coordinator.

The CSD will perform annual independent compliance inspections of a sample of compieted
POA&M corrective actions and will provide reports on the effectlveness of the POA&M
processes within each bureau and office.

Each bureau and office should consider the effectiveness of their internal control processes and
implement similar verification and validation processes to maintain the integrity of their
POA&M and weakness remediation processes. Verification and validation processes should be

administered by individuals other than those who are actually respons1b1e for nnplementmg the
corrective actions. '

2.8 How To Use the POA&M To Prioritize and Manage
Remediation and Risk

The POA&M provides a standard format for viewing identified weaknesses and the necessary
information to prioritize and manage remediation efforts.

e
e

B
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218.1+ Prioritizing Weaknesses for Correctlve Action ' -~

" FISMA guidance requires Federal agencies to pnormze weaknesses within POA&Ms to help
ensure that significant IT security weaknesses within POA&Ms take precedence.

The funding and personnel resources necessary to remediate every weakness identified in the
POA&M may not always become available. Therefore, by prioritizing weaknesses in
consideration of the varying risk levels associated with each weakness, the bureaus can ersure

that critical and high-priority weaknesses receive the funding and personnel resources necessary
to complete corrective actions.

The most critical weaknesses for the most critical systems must be considered first. It is not
expected, however, that weaknesses will always be resolved in order of severity. Some will
require longer-term planning, reallocation of Bureau and T‘epartmental resources, or additional
funding. It also often makes:sense to resolve the weaknesses that requn'e little effort and use -

existing funding regardless of priority or weakness severity, assuming the effort does not detract
from the more critical issues.

2.8.1.1 System Level Prioritization

At the system level, cntena to be considered in prioritizing Weaknesses for corrective action
include: '

e Risk impact level of weakness (CSAM automatically ranks the criticality of a POA&M
when the vulnerability is associated at the Control or Expected Results level. The

criticality value is dynarmcally updated as the associated control implementation status
changes);

» Resource (funding and staff) availability;
o Level of effort required to complete corrective action;

o Cost benefit of corrective action (See NIST SP 800-30 for recommendatioﬁs in
performing cost-benefit analysis);

e Length of time since the weakness was identified;
e The AO’s tolerance for the duration of risk exposure;
e Circumstances unique to the system.

Program officials and System Owners in consultation with the BCISOs should use their best

judgment in consideration of the above factors and incorporate the urgency for corrective actions
into their project plans.

2.8.1.2 Bureau Level Prioritization
At the bureau level, prioritizing weaknesses for corrective action is necessary for an effective
allocation and/or reallocation of funds. Prioritizing weaknesses for corrective action is more

complicated than it is at the system level, as the decision must consider all of the bureau’s
systems. The following factors should be considered at the bureau level:
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ey que*secunty*categonzauon ofthe-system as defined by the NIST Federaldnfofmiation: ' viér.
... Processing Standard (FIPS) Publication (Pub) 199* and the associated Jpotential impact_

ratings for conﬁdentlahty, integrity, and availability. This is documented in each system’s . - ..« .- ..

System Security Plan (SSP). Prioritization of corrective actlons should be based on the
most critical and sensitive systems first;

o The risk impact level of each weakness within a system’s POA&M,;
» Potential corrective action cost; '

e Cost/benefit of corrective action;

o Potential for funding reallocation;

. Extent of the system’s overall noh-compliance

Although a formal cost/benefit analysis is not requlred for large systems with potentially costly
corrective requirements, good project management may call for a cost benefit ana1y51s to -
determine the best solution and acceptable level of residual risk.

2.8.2 Managmg and Monltormg Progress

The POA&M is intended to serve as a tool for managing the progress of corrective actions and
thereby managing risk posed by the weaknesses. At all levels—system, bureau, OIG,
Departmental—the POA&M provides a view of progress within each system, for the system as a
whole, and on a bureau-wide level. :

Individual POA&Ms should be reviewed regularly to determine whether there are unnecessary
delays, if priorities have shifted in light of newly identified weaknesses or environmental
changes, and whether resources need to be re-evaluated. At the bureau level, the System Owner

. and BCISO are tasked with this responsibility, but it is also within the purview of the CIO to .

provide oversight. From a wider perspective, common weaknesses across the bureau or agency
can be detected and more effectively dealt with, or areas requiring additional attention can be
identified.

The quarterly reporting schedule for bureaus and offices to have POA&M updates entered into
CSAM is depicted in the table below. Please note that if the due date falls on a Saturday or
Sunday the updates are due the following Monday by close of business. :

# System security categorization should be determined according to the criteria articulated in the Federal Information
Processing Standards (FIPS) Publication 199, Security Categorization of Federal Information and Information
Systems and NIST SP 800-60, Guide for Mapping Types of Information and Information Systems.

- 10
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ISf T Aug Oct 31 November 6 December
2nd Nov 1 - Jan 31 February 6 March 1
3rd Feb1 - Apr30 May 6 June 1
4th May 1 —Jul 31 August 6 September 1

Table 1. POA&M Dates and Deadlines

In summary, the POA&M provides a means to monitor corrective actions, to ensure flexibility as
the environment changes, to maintain a focus on priorities, and to minimize delays. It facilitates
"~ the dec1smn—makmg process with regard to budget formulation and resource allocation or re- ..

allocation. The POA&M is also a means to demonstrate comphance with policy-and to show
progress toward an 1mproved security posture. :

2.9 Overview of the POA&M Reporting Cycle

OMB POA&M reports consist of summary information on identified weaknesses, which are
tracked in the agency’s program and system POA&Ms. POA&M reports that are broken down
by major agency components--DOI bureaus and offices--must be submitted quarterly to OMB.

DOI bureaus and offices are the source of this information, and must therefore provide the DOI 4
CSD with up-to-date POA&M packages via CSAM on a quarterly basis. The DOI CSD program
office then reviews and consolidates the information and presents the quarterly report to the

Departmental CIO. The Departmental CIO reviews and approves the report and forwards it on to
OMB.

The quarterly POA&Ms provide OMB with a snapshot in tlme of the ongoing activity directed
toward improving DOI’s overall IT security posture.

Figure 1. Overview of POA&M Reporting

Bureaus and offices should establish their own internal deadlines consistent with the time period
covered and CSD’s deadline for POA&M package submission to OMB. In order to meet the

11
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7% "*regulany eccmnngdeadlmeo, it is recomfnended that System Owners—=or individuals delegated:: s s herEe e

- . the POA&M responsibility—integrate the POA&M process into a continuous mcnitoring
- preeess:."This will allow for-sufficient time to-gather information, make certain.decisions,and. -

obtain necessary AO and CIO quarterly review and approval. Each bu:eau or office POA&M
update must include:

o Updated POA&M for each system in the bureau or office inventory and the bureau or
office IT security program. (See Section 2.3, Which systems require a POA&M?) For
each system and program the POA&M Weakness must be updated in CSAM no less than
quarterly to include updates to all relevant date fields as well as key milestones.

The key milestones associated with each corrective action should be identified on each POA&M.
Each weakness must have one or more associated milestones. Milestones should define the
major steps that will be performed to complete the corrective action. If there is more than one
milestone, enter the milestone in the order they shotild be executed. For example, one set of
‘milestones for a weaknéss such: as, “Identification and duthentication are not adequate for the
level of security controls requlred for this system” mlght be:

1) Evaluate methods for strengthening identification and authentication.
2) Recommend solution and obtain approval.

3) Develop procedures to standardize accepted identification and authentication process.
4) Design identification and authentication solution.

5) Build identification and authentication solution. .

6) Test identification and authentication solution.

7) Deploy identification and authentication solution and implement supporting process.

Milestones might also include more specific aspects related to the technical solution (e.g. .
implement two-factor authentication), and management and operational controls related to the

steps for implementing supporting business practices and procedures where additional security
control requirements are known or anticipated.

The description of each milestone must be detailed enough so that an independent reviewer will
understand the planned corrective action and determine whether the corrective action is adequate
and appropriate and will result in the weakness being corrected or its associated risk mitigated to
a level acceptable to the AO. The last milestone entry must clearly identify the action taken to
mitigate the weakness. Sensitive information can be included as needed for the description since
the entire POA&M is a sensitive but unclassified document.

A copy of the WCVF'for each system which will be uploaded as an artifact into CSAM. Each
completed weakness requires a form, signed by the System Owner, an Independent Reviewer,
Lead Responder, the CIO, and the AO if there is any re51dual risk. (See Appendix D, Weakness
Completion Verification Form.)

* POA&M Certification Transmittals, signed by the burean or office CIO covering all
systems within his or her respective bureau or office. The transmittal certifies that the
POA&Ms were completed in accordance with DOI OCIO Directive 2006-007. The CIO
Certification Transmittal must list each system in the bureau or office inventory, its

12
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-gperational status- {(pre-production, production, or decoinnﬁssioned’) -and its C&A status. =
- (ATO,IATO; no: authonzatlon to operate) (See Appendlx E, POA&M Certzﬁcatzon ST
o Transmittal.) s et A P : o

Attached to each CIO Certification Transmittal are the AO Certification Transmittals
indicating review of the POA&Ms for the systems for which each AO is respons1ble
(See Appendix E, POA&M Certification Transmittal.)

3 Weakness Remediation Process

Weakness remediation consists of a cycle that entails the steps depicted in Figure 2 below.

Figure 2. The POA&M Process for Weakness Remediation

This section describes the Weakness Remediation Process for implementing the steps in this
process, including the identification, documentation, and updating of weakness information in
the POA&M. Section 4 provides instructions for recording all required information into CSAM,
including a field-by-field description of the POA&M contents.

3.1 Identifying Weaknesses

Weaknesses to be recorded and tracked through the POA&M process can be identified through
either reactive or proactive processes. Reactive weakness determination indicates that outside
auditors or reviewers identified the weakness. Proactive weakness determination occurs by
conducting regular program and system reviews using various internal assessments.

3.1.1 'Sources of Weaknesses

A DOI-specific User Defined Attribute (UDA) labeled “Source of Weakness™ has been created
within CSAM and is now an attribute of every POA&M weakness. This is in addition to the
existing DOI-specific UDA labeled as “Created as a Result of an OIG Evaluation” having a
value of either “Yes” of “No” that will continue to be maintained to enable the OIG to more
 efficiently identify all POA&M weaknesses that are associated with OIG report findings and

13
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.« secommendations: Fhe new#Source of Weakness?-UDA prov1des a text fieldwith asufficient #

number and types of permissible characters forbureaus/offices to identify all sources of

- ‘weaknesses by including the auditing entity, the title of the report, the report number, the date of.. ..

the report, the specific finding and/or recommenda‘uon of the report, and any other information
pertinent to the source of the weakness. :

Typical sources of identified weaknesses that must be added to the POA&M include, but are not
limited to, the following:

o OIG audits and reviews

* OCIO - FISMA activities

e Amnnual self-assessments

e GAO reviews

. ACourt ordered T rev1ews
e OMB activities )

o Third party audits

o Risk assessments

e Penetration tcsté

* Vulnerability scans

e Day-to-day operations

Bureaus/Offices must enter the source of each weakness and must include the title of the report,
the report number, the date of the report, the specific finding and/or recommendation of the
report, and any other information pertinent to the source of the weakness.

3.1.2 Including Weaknesses

POA&Ms must include all security weaknesses, not just matenal or reportable weaknesses,
associated with DOI systems and programs. Weaknesses that can be corrected in a short time
frame or are considered low risk and acceptable must still be included in the POA&M and

tracked until verified as complete. The POA&M is the authoritative DOI-wide management tool _

and, as such, should represent an all-inclusive view of identified security weaknesses. The two
types of weaknesses, program and system, are described below.

-3.1.2.1 Program Weaknesses

A program weakness impacts multiple IT systems as a result of a deficiency in the IT security
program. Program weaknesses are generally weaknesses that affect the bureau or office as a
whole. Program weaknesses are addressed separately from individual system weaknesses. An
example of a program weakness is: “Security policy is not updated with latest legislative
guidance.”

14
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e ;’A system Weakness pertams to the management, operational, or technical secunty'controls of a )

specific IT system. Each set of systern-specific weaknesses is noted under separaté headers in'a
POA&M. An example of a system weakness is: “System has not been certified and
accredited/authorized to operate.”

3.1.2.3 Weaknesses Identified Through an Office of Inspector General Evaluation

All weaknesses identified as a result of an OIG evaluation should have a single unique POA&M
weakness created for each individual recommendation within three business days of receiving
the report. (See Appendix F, Office of Inspector General Recommendation Status Reporting
Process.) In other words, there should only be a single POA&M item per OIG recommendation,
even if the corrective action for each appear to be the same. This requirement stems from a
previous OIG finding and recommendation and currently only applies to OIG recommendations.

3.1.2.4 Weaknesses Identified Through Vulnerability Scanning and Penetration Tests

Weaknesses may be identified during routine vulnerability scanning (e.g., weekly or monthly) in
support of the continuous monitoring process. These vulnerabilities should be validated and the .
POA&M weakness must be created in CSAM. 1t is recognized that there may be false positives

and that a number of weaknesses may be immediately resolved. There are also varying levels of
risk for the vulnerabilities identified in the scans. The followmg discussion addresses guidelines -
regarding pre-POA&M evaluation.

Pre-POA &M Evaluation and Corrective Action —The following guidelines should be used to
prioritize, evaluate, and validate the scanning results.

e High-risk or critical vulnerabilities associated W1th internet-accessible and/or externally

~ facing systems have a period of up to ten (10) calendar days prior to recording
weaknesses as a POA&M in CSAM. (Note, however, that such vulnerabilities are
typically associated with any attacker being able to exploit a weakness remotely without
requiring elevated/privileged access to a system and should be addressed immediately by
disabling any access to the vulnerable service until the risk can be mitigated to at least a
medium level before restoring the service);

e Medium-risk vulnerabilities associated with internet-accessible and/or externally facing

systems have a period of up to thirty (30) calendar days prior to recording weaknesses in
a POA&M,;

o Low-risk vulnerabilities associated with internet-accessible and/or externally facing

systems have a period of up to sixty (60) calendar days prior to recording weaknesses in a
POA&M;

e High-risk vulnerabilities associated with internal systems (that are NOT internet-
accessible and/or externally facing) have a period of up to fifteen (15) calendar days pnor
to recording weaknesses in a POA&M,;

s Medium-risk vulnerabilities associated with internal systems (that are NOT internet-

accessible and/or externally facing) have a period of up to thirty (3 O) calendar days prior
to recording Weaknesses i a POA&M,;

15
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"Low-risk vulnerabilities associated-with intefdal systems{that areNOT interriet- =i o
accessible and/or externa]ly facing). have a penod of up to smty (60) calendar days prior
to recording weaknesses in a POA&M,_ L

Agoregating Scan Identified Vulnerabilities Into Individual POA&Ms — Multlple
vulnerabilities from a vulnerability scan or any other source cannot be recorded as a single
POA&M weakness entry. Each vulnerability or weakness identified should be verified and an
individual POA&M weakness must be created for each weakness. The source of the weakness
must be identified in the “POA&M Title” field within CSAM.

3.1.2.5 Weaknesses Identified Through The Incident Response Management Process

Weaknesses identified through the Incident Response Management Process should typically be
included in a POA&M. However, if remediation is completed immediately as part of the
incident response, if the DOI-.CIRC incident report sufficiently documents the corrective action,
and if the corrective action fully addresses the weakness (e.g., there is no resulting residual nsk)

-then it is not necessary to report it as a POA&M or in an existing POA&M. A POA&M entry is ..
required.if corrective action is not completed Wltbm five (5) calendar days. -

- 3.1.2.6 Weakneéses Identified Through The Internal Control Review Process

Weaknesses 1dent1ﬁed through the Internal Control Review (ICR) process must be entered into

CSAM as part of the documentation process. A copy of the POA&M is not required as part of

the ICR submission. A POA&M weakness must be created in CSAM with identified corrective
measures necessary to bring each security control into full compliance, unless a prior POA&M

weakness was created and the risk has been accepted or compensating controls are in place.

Bureaus and offices must submit within their assurance statements, as part of their normal
POA&M reporting process, all weaknesses that note a deficiency of security controls for their
information systems. POA&M submissions of the weaknesses identified during the ICR process
are required regardless of whether their conditions rise to the level of being “reportable.”

3.2 Determine Risk Impact Level

3.2.1 Weakness Risk Assessment

CSAM automatically ranks the criticality of a POA&M when the vulnerability is‘associated at
the Control or Expected Results level. The Criticality value is dynamically updated as the
associated control implementation status changes.

3.2.2 Risk-Based Exceptions

In some cases, a specific corrective action may not exist for a weakness because the weakness is
considered an acceptable risk. The weakness must still be recorded in the POA&M to document
the decision in the quarter in which it was discovered and must continue to be reported until the
risk is formally accepted by the AO. The AO is the only official that has the authority to accept
the residual risk from a partially or un-remediated weakness.

The AO acknowledges and accepts the risk when he or she completes the quarterly review of the

POA&M containing the documented weakness. At a minimum, the CIO, System Owner, System
Manager and/or BCISO should provide the AO with a quarterly briefing of the information
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"¢ necessary:for the: AO to make-an nformed, risk-based decision regardmg the POA&\JI—deﬁped

"l ;.mﬂestones w1th respect to accepting the existing residual risks. . -1 =

All hloh-rlsk weaknesses must be corrected if possible or otherwme mmoated to atleasta
medium level of risk. (The AO can only consider acceptance of medium or low risks) Every
effort must be made to correct or further mitigate all risks to a level commensurate with the
potential impact to systems and associated data.

- 3.2.3 Documenting Accepted Risk

Using the WCVF (Appendix D), and complying with an approved procedure to assess risk such
as that identified in NIST 800-30, Risk Management Guide for Information Technology the
System Owner or designated individual should record the rationale and justification for risk
acceptance to facilitate the AO’s decision-making process. The System Owner should take v
measures to fully understand and document the level of risk and possible compensating controls:
Measures. such as researching the risk and evaluating industry common best practices for. .
remediation strategies will show the System Owners prudent judgment and due dﬂlgence
Because risks can change over time, the System Owneér should also periodically review the
system’s accepted risks to assess any potential changes in the acceptable risk level. Details on
the process and documentation for acceptance of risks are further discussed in Section 3.8,
POA&M Weakness Completion Process.

The AO’s risk acceptance must also be appropriately documented. The following scenarios are
acceptable forms of documenting risk acceptance decisions. Ratlonales and justifications must
be included in the documentation.

3.2.3.1 Prlor to the system being placed into producﬁon:

At the time the AO issues an ATO for a specific system, risks to be accepted by the AO can be
documented in either the:

e The AO’s Accreditation Memorandum;

o The Certifying Official’s Certification Statement with a reference in the AO’s

Accreditation Memorandum stating that the risks identified in the Certification Statement
are to be accepted; or

o The SSP with a statement in the AOQ’s Accreditation Memorandum stating that the risks
identified in the SSP are to be accepted.

The Accreditation Memorandum should also include an explicit statement that the AO
acknowledges and accepts those risks, including any specific duration for or terms and
conditions on which the risk acceptance is based.

3.2.3.2 After the accredited system is in the.operational phase of its lifecycle:

New residual risks identified after C&A activities have been completed must also be accepted by
the AO. This can be accomplished by revising the SSP and updating the Risk Assessment

Report (RAR). Appending the WCVFs signed by the CIO and the AO (when residual risk exits)
will serve this purpose, until these documents undergo formal revision.
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Acceptance requires updates tothe:SSP and RAR to document the AO’s risk acceptance

s sThe milestone for the corresponding weakhess must bezincludeddn the:POA&M (e:gy; «fAO Risk - as o sier

decision, terms, duration, and conditions, and any additional required management, operational; ..., - ;.-

~ or technical security controls to be implemented™).

For scenarios that require additional controls te be implemented in order to mitigate the risk toa - -

level acceptable for the AO, those milestones must also be included with details validating their
completion.

3.3 Determining Corrective Action Plan Options

There are often multiple methods of remediating a weakness. Various methods should be
analyzed to determine the most appropriate corrective action for resolving the weakness and with
respect to long-term implications. The system category combined with the security- control

' guidance in FIPS Pub 200, Minimuim:Security Requirements for Federal Information‘and .

-+« ! Information Systems and the associated NIST SP 800-53 Revision 3, Recommended Securzty

Controls for Federal Information Systems and the DOI IT Security Policy Handbook, Version - -

- 3.1, March 18, 2008, are basic factors in the selection of mitigation alternatives. NIST SP 800- .

53 Revision 3, specifies minimum security controls for systems based on each system’s overall
security categorization and potential impact ratings (e.g., high, medium, and low) for
confidentiality, integrity, and availability. In addition, the cost for each corrective action plan
option must be estimated and analyzed to determine short-term and long-term solution
capabilities.

The corrective action plan must be well thought out and specifically address the issue it is

intended to resolve. A corrective action plan may fully correct a weakness or, .alternatively,

partially mitigate the weakness to reduce the risk to a level acceptable by the AO. In certain

situations, there will be no corrective action planned and risk acceptance will be proposed (See
Section 3.2.2, Risk-Based Exceptions)

3.4 Determining Funding Availability
Funding for corrective actions can be obtained through the following means:
o Using current funding marked for security management of the system or program;

e Reallocating existing funds or personnel; or

* Requesting additional funding following the department’s and bureau’s budget process.

If new funding is required, it is imperative that the department’s and bureau’s capital planning
process is correctly followed to obtain the necessary funds. While the Department requires the -
reporting of POA&M security costs, which are then reviewed at the department level, the
expectation is that the vast majority of remediation costs are to be addressed by each
investment’s existing base funding or through re-planning of funding from other investment
budgets. A medium- or high-risk weakness typically requires immediate attention and cannot
wait for a future budget cycle.
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wiz-rintegrating IT security costs’ with the capital planning process ensures thatsecurity is-included ins- . % ¥,
..the agency’s enterprise architecture, supports busmess operations, and i§ funded within each
information: system over its lifecycle. : S e

3.5 Determining an Estimated Completlon Date

The estimated date of completion for each corrective action should be based on the outcome of
prioritization decisions and in consideration of resource utilization. However, prioritization is
not necessarily aligned with completion dates.

Timelines should be realistic and consider all steps and funding needs involved in the level of

effort required to correct a weakness. Although several weaknesses may each take 30 days to

complete individually, it may not be possible to complete numerous weaknesses during a 30-day
- period if the same staffing resources are involved. Also, if the corrective action is a long-term

* solution requiring muln-year fundmg, then the milestones and completlon date should reflect
these factors e .

3.6 Documentmg the Correctlve Action Plan in the POA&M

OMB established the foundational structure of the POA&M to provide consistency in the
collection and presentation of information. The POA&M module in CSAM was created based
upon OMB’s POA&M structure. (See Section 4, Creating and Managing POA&Ms.)

3.7 Monitoring and Reporting POA&M Activity

The POA&M should be maintained regularly by the System Owner or designee by amending
them with newly identified information and updating the status in the comment field of already
documented weaknesses as they go through the mitigation process. In addition, corrective
actions must be monitored for progress delays, effectiveness, and changes in risk level.
Although quarterly POA&Ms provide OMB with a ‘snapshot in time’ of ongoing activity
directed toward improving the overall security posture of DOI’s IT environment, ongoing
progress monitoring of planned activities is a best practice for any project plan.

3.8 POA&M Weakness Completion Process

FISMA guidance states that the “Completed” status for a weakness should be used only when a .
weakness has been fully resolved and the corrective action has been tested. Remediation actions
must be specific to the weakness identified and ensure slight to no risk of recurrence of the same

weakness. Should the weakness recur, there should be compensating controls in place to detect
the weakness.

To ‘close’ a POA&M weakness and consider remediation activity complete, the POA&M must
be properly completed and populated in CSAM in accordance with the guidance in this
document. The WCVF in Appendix D must be completed and uploaded into CSAM as an
artifact as well as evidentiary artifacts that support closure of the POA&M weakness. The
WCVF documents all activities and justifications, which must be approved in writing with all
required signatures, for closure of all reported weaknesses. This includes corrective action that
results in complete remediation or partial remediation with residual risk, or when no corrective
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i«action is takenywhich-alsosrestltsin residualmisk: Inithe casé ofresidualrisk, the WCVE =5 -+ -

documents: the AO 's-decision teaecept the residual risk. e BTl st

The WCVF is apphcable to Wea.knesses 1dent1ﬁed in both the system and progra.m POA&MS
Copies of these forms become part of the quarterly POA&M package submission and must also

-~ be maintained as part of the C&A package documentation for each system to update the SSP and

the Risk Assessment Report.

The WCVF is not required for systems that have been officially decommissioned. The
decommissioning memorandum must be uploaded into CSAM prior to closing the POA&M
weakness.

The following sections outlme the process to complete the WCVF requlred to move a POA&M

' Weakness toa completed’ status

) 3 8 1 Correctlve Action Completlon

~ . The System Owner (or de31gnee) must review the ev1dent1axy documentation of the ‘completed

- weakness remediation. Any ‘corrective action must have followed a structured process of

implementation, testing, and documentation. Some examples of sources of information that

“demonstrate resolution of a security weakness include, but are not limited to: change control logs

(signed/dated/verified or reviewed); test report results related to system changes;
contingency/continuity of operations test reports; contingency plan testing with documented
results of table top exercises; hard-copy user access control/review lists (s1gned/dated),
contingency plans/tests (signed/dated). »

The System Owner must also evaluate the risk-impact level of any residual risk. In cases where
no corrective action is taken, the System Owner must document the rationale and justification for
risk acceptance. Similarly, in cases where the corrective action for a high-level risk results in
only partial mitigation and the residual risk level is subsequently reported as medium or low, the
System Owner must document the rationale and justification as to why he or she now considers
the reported weakness risk level to be less than high.

The System Owner then completes and signs off_ on the WCVF, Part I attesting to the
implementation of the corrective action and update the milestones in CSAM accordingly.

3.8.2 Independent Verification of Corrective Action Completion

Corrective actions must be independently verified and tested to ensure that remediation efforts
affect the intended results and adequately address the security weakness. This process also

verifies that remediating controls are in place and that any other known remaining residual risks
have been 1dent1ﬁed

The mdependent reviewer should not be an individual who plays an active role in managmg the
system under review as this is considered a conflict of interest and may hinder a truly
independent evaluation of documentation or technical solutions. The Regional Information
Security Officer (RISO) or BCISO are individuals who can fill the role of independent reviewer,
but the role is not limited to these personnel. It is up to the bureau or office to designate
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+ - :appropriate independent reviewers:” However, POA&Ms created:as.a result-of amOIG: - ..o~ i
evaluation must remain open until the Cyber Security Division (CSD) POA&M and Audit
Liaison Service Area has the opportunity to re-evaluate them and confirms they.are resolved to -
their satisfaction (See Appendix F, OIG Recommendation Audit Reporting Process).

The independent reviewer will review documents compiled by system teams or perform other
testing as necessary to ensure that technical solutions implemented as the corrective action are
working as intended and satisfactorily address the identified weakness. The review process may
include ‘shoulder surfing’ or visual inspections of technical solutions, documentation reviews,
and inspections and evaluations of technical tests results. The independent reviewer must
document the assessment method and his or her findings and sign the WCVF, Part II.

3.8.3 Bureau CIO Review of _Corrective Action Completion

Bureau CIOs are responsible for reviewing and approving all completed corrective actions. The
CIO has the option of rejecting the ‘Completed’ status of system security weaknesses..'If this -
occurs, the previously completed or accepted weakness will be returned to the system or project
team and the POA&M weakness will be re-created in CSAM with a revised corrective action
plan. The re-created (new) POA&M must reference the original POA&M ID number in the
“POA&M Title” field. Additionally, the original (0ld) POA&M must reference the re-created
POA&M ID number in the “POA&M Title” field.

Bureau CIOs will review the WCVF and other evidentiary documentation as needed to evaluate
a completed system security weakness and verify that internal controls-associated with the
POA&M reporting process are working as required. CIOs must sign the WCVF, Part IV,

attesting to the fact that corrective actions have been implemented correctly prior to closing the
weakness in the POA&M.

3.8.4 AO’s Acknowledgement and Accéptance of Risk(s)

" The AO is responsible for thoroughly reviewing all residual risk recommended for acceptance by
CIOs, System Owners, System Security Managers, or BCISOs. The AO can either approve or
reject the recommendation. If the AO chooses to reject the recommendation, then the POA&M
weakness must be re-created in CSAM and a revised corrective action plan must be prepared.
This is an extension of the AO’s role of accepting or rejecting risk in the issuance of an ATO.

In accordance with the Information Technology Security Policy Handbook, in considering
whether or not to accept the risks indefinitely or for some specified time, the risk acceptance
documentation must identify any conditions and constraints under which those risks will be
accepted by the cognizant AO (e.g., specified acceptable duration within which the AO will
tolerate continued acceptance of the risk, any required mitigating actions and/or compensating
controls to be implemented as interim protective measures, etc.) Where the AO is unwilling to
accept risks indefinitely, the weakness must be incorporated into the appropriate program- or
system-level POA&M. These are the appropriate means, and only formal methods available,
that are consistent with FISMA, OMB, and NIST standards and guidelines by which weaknesses
are effectively understood, documented, accepted, managed, and tracked. There are no
provisions to request any other form of exemption to policies and standards.
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. To:consider theremediation:complete; thezAO mést Acknowledge the residual risk-of each »umes
«. - completed corrective attion and indicate his or her acceptance by signirig the WEVEsPart: Ve If 7.5 7 .
~ - a corrective action fully-mitigates.all risk, then it is not necessary for the. AO to review-the s o o esiims - o

WCVFE.

- —.-Jn order for the AO to fulfill this responsibility, the CIO, System OwncrA BCISO or AO’s

designated representative should prov1de quarterly briefings to the AO to facilitate the risk
acceptance process.

All high-risk weaknesses must be corrected if possible or otherwise mitigated to at least a
medium level of risk. The AO can only consider acceptance of medium or low risks. When
economically feasible, every effort must be made to correct or further mitigate all risks to a level
commensurate with the potential impact to systems and associated data

S The AO is the only official authorized to accept security risks for the systems sander his or her

purview and they must document thelr acceptance of those risks.

3. 85 Documentatlon Updates R , s

When identifying weaknesses, completing corrective actions, or acceptmg risk, in addition to the
POA&M, other documentation must be regularly updated.

- o System Securlty Plan — The SSP must be updated when controls are changed or added
to a system as part of a corrective action plan. Also, the formal acceptance of risk in a
required control category should be documented in the SSP. Until the SSP is formally
revised, however, appending the WCVF and supporting documentation to the SSP will
satisfy this requirement.

¢ Risk Assessment Report — The Risk Assessment Report must also be updated if there is
long-term residual or accepted risk. Appending the WCVF and supporting
documentation to the Risk Assessment Report will satisfy this requirement.

3.8.6 Weakness Completion Follow-Up

Periodically, or at least quarterly, all residual and accepted risks associated with a weaknesses
should be reviewed to determine whether changes in architecture, security controls, technology,
exposure (e.g., to the Internet or other internal/external system interconnections), information
sensitivity, or business practices have altered security risks for the system. If overall risks (risks
at the aggregate level) have increased, the responsible officials should take appropriate measures

2

. including adding a new system weakness to the POA&M. All risk related actions and periodic

reviews must be updated in the POA&M milestones accordingly.

3.9 POA&M Quarterly Certification Transmittal

The Certification Transmittal requires that bureau CIOs review all aspects of their organizations’
program and system POA&Ms for the current quarterly submission. The objective is to ensure
that the POA&Ms are completed in accordance with the standards described within this POA&M
Process Standard as per DOI OCIO Directive 2006-007. '
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= “Uw/The Certification Fransmittal also requires that each AO-within the bureat’or 6ffice review all 17+ -

aspects of the system POA&Ms.for whicCh he. or-she'is responsible. The intent is to ensure that

-the AOshave been briefed on-and understand the current security status-of the systems for which

they are responsible. This covers the risks relating to the current set of unmitigated weaknesses,
not just the risks that they have formally accepted as part of the C&A process and the POA&M
weakness completion process. Because there may be more than one AO within a bureau or
office, the Certification Transmittal is divided into two sections. A Certification Transmittal
from the CIO and a separate Certification Transmittal from each AO.

CIO Certification Transmittal — The bureau CIO will review the quarterly POA&M packages

submitted by each of the bureaus and provide a signed Certification Transmittal covering all
systems, certifying the POA&Ms compliance and acceptability. The quarterly Certification
Transmittal must list all of the systems for that bureau or office, their operational status, and their
C&A status. (See Appendix E, POA&M Certification Transmittal) The AO Transmittals are

‘appended to the CIO Certification Transmittal.

AO Certification Transmittal - AOs will review the POA&Ms for systems they are respon51ble
for and provide a signed Certification Transmittal attesting to their acceptance of the security
posture of the system. (See Appendix E, POA&M Certification Transmittal.)
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“reating and Managiig POA&Ms

PRV

* This Section will éxplain HoW toCréate and manage program and System POARNIS fir+-7 7. 1t i i
CSAM. Please refer to Appendix F, Office of Inspector General Recommendation Status

Reporting Process, for guidance on POA&M weaknesses that are created as a result of an

OIG evaluation. "

1. To create a program or éystem POA&M go to: https://www.csam.nbe.gov.

2. Enter your User Name and Password and then select Log in.

Uimited Dficial Use

CSAM C&A -Web

Wamning! . |
LS D:DART\’IE\T ‘OF THE INTERIOR (DOD} W. ARI\T;\’G STA’IB’IE\T Th1>
- is a Department of the Inrerior (DOT) computer- system. This compurer:system, ;
Including all related equipment, networks and netsark devices (specifically inclading
Internet access),are provided only for anthorized U. S. Government nse, DOI
computer systems may be monitored for all lawfil purposes, to ensure that their use is
authorized, for management of the system, to facilitate protection against unauthorized
access, and to verify security procedures, and operational security. Monitoring
inchrdes active attacks by authorized DOT entities to test or verify the security of this |
system. During monitoring, information may be examined, recorded, copied and used
for authorized purposes. All information, mchuiding personal information, placed on or
eyt over this system may be monitored. Use of this DOI compnuter system, anthorized|
or unanthorized, constitutes consent to monitoring of this system. Unauthorized use
may subject you to criminal prosecution. Evidence of umaunthorized use collected
during monitoring may be nsed for administrative, criminal or adverse action. Use of
: this system constitites consent to monitoring for these purposes.
] Limited Official Use
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Selett your bureawoffice (Org) name, select Systeni 'Nghief’é.ﬁd'then- dlick the Add™
 POA&M button located on the far right side of the screen. ) .

- ;

csamtest.nbe.gov/POAMS/POAMIisting.aspx

; PO D oY

S




TR

Department of the Interior POA&M Process Standard

5. Select the Program-or 8P (system) name from the pick list and then select Create
. POA&M, (Note Users will only have access to the systems/program spec1ﬁc to
- ~ théir bureau or office).

TEST SERVER - Limited Official Use - TEST SERVER
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‘The POA&M ID is a CSAM generated unique number for each POA&M. This number is
unique amongst all system, site and program POA&Ms.

The POA&M Seq. is a CSAM generated unique number for each POA&M. This number is

unique only within the system, site or program it belongs to. This number is sequentially
assigned.
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7. Enter POA&M Title - a brief description of the weakness.

8. Enter Severity by clicking the drop- down menu and choosing the applicable
option.  The options are as follows:

a.

Other Weakness: The PAO&M is not related to a specific control and was
determined in a fashion other than the other options available for selection.

Control Deficiency: The POA&M is related to a control that is not
implemented for a given system/program.

Significant Deficiency: The POA&M is not related to a specific control
that is not implemented, rather the POA&M is related to another s1gn1ﬁcant
finding.

Reportable Condition (Deprecated): Deprecated means that this option
should no longer be used by or selected by the user.

Material Weakness: The POA&M is not related directly to a control that is
not implemented, rather the POA&M was found as a material weakness by
an external examination (audit or some other means).

29
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9. EriferDetailed Weakntss
thetextbox. . . -

10. CSAM Derived Criticality. CSAM automatically ranks the criticality of a POA&M
when the vulnerability is associated at the Control or Expected Results level and is
unaware of the operating environment of the system (i.e., is not aware of any
mitigating/compensating controls that would justify any lower risk rating —e.g., a
vulnerable port/service might have an initial risk rating of high but when taking into
consideration an external firewall that prevents any other system from accessing the
vulnerable port/service the user identified risk level might be adjusted to medium or low).

The CSAM Derived Criticality value is dynamically updated as the associated control
implementation status changes. In the event the valnerability is not associated at the
control or expected result level, the user identified criticality level must be populated. An
example of this may be Program related vulnerabilities. :

11. Select the User Identified Criticality of the POA&M from the pick list. Using data
- from a user defined risk assessment process, enter appropriate the criticality level. (Note:
The User Identified Criticality level is the “official criticality level” to the extent that it is
selected/identified as instructed by this POA&M Process Standard. If it is not adjusted
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[

rbythe user then the “official:criticality level.would default to the SCSAMDerived .l we

12. Enter the Cost mformatlon POA&M cost can be captured and associated w1th the
POA&M, providing visibility on several other CSAM screens. This capability -
“enables IT Security Specialists and management to make credible, risk-based- -
decisions with regard to the operation and use of information systems.

bther Weakness

13. Enter Assigned POC. This assignment is made from a drop down table of POCs
- for which CSAM contains contact information online.

14. Enter the Due Date also known as the Schedule Completion Date (SCD) This date
is the key date that will be locked-down as the baseline, once the POA&M is
approved. While in Draft POA&M status, this value can be changed. The user has
the option to enter dates directly into individual fields or use the auto-scheduler to
set the Due Date, Planned Start and Planned Finish dates, however, the user must
enter the Actual Start and Actual Finish dates manually.

15. Select Yes or No from the Created as a Result of an OIG Evaluation pick list,
enter the Source of Weakness. When entering the source of weakness
information bureaus/offices must include the title of the report, the report
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16. Select the Milestones tab and then select Add.
17. Enter milestones in the order they should be executed.
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Note: The key milestones associated with each corrective action should be identified on each
POA&M. Each weakness must have one or more associated milestones. Milestones should
define the major steps that will be performed to complete the corrective action. If there is more
than one milestone, enter the milestone in the order they should be executed. For example, one
set of milestones for a weakness such as, “Identification and authentication are not adequate for
the level of security controls required for this system” might be:

1) Evaluate methods for strengthening identification and authentication.
2) Recommend solution and obtain approval.

3) Develop procedures to standardize accepted identification and authentication process.

4) Design identification and authentication solution.

5) Build identification and authentication solution.

6) Test identification and authentication solution.

7) Deploy identification and authentication solution and implement supporting process.
Milestones might also include more specific aspects related to the technical solution (e.g.
implement two-factor authentication), and management and operational controls related to the

steps for implementing supporting business practices and procedures: Where additional security
control requirements are known or anticipated.
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The description 6f §ach fiilestofie mist Be-détailédsneugh sofhat an ‘independent reviewer will ¢ -

understand the:planned: coirective action and determine Whether the corrective action-is.adequate: -

. and.appropriate and will result in the:weakness being corrected or its associated.risk-mitigated.to
a level acceptable to the AO. The last milestone entry must clearly identify the action taken to

mitigate the weakness. Sensitive information can be included as needed for the description since
‘ = theentire POA&M is a sensitive but unclassified document. S o C

! 18. Select Update to save the entry.

3 POAM Betail = Microsoft Internef Explorer

| o . 34
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20. SelectDraft - Approval:Regiiested ffom the Stitus Change Reqnest Opnon
- pick hst -and then click Submit.

-Status Change Request Optmns-
1-Status Change Request Options-

36




i

; A - =~ Department of the Interior POA&M Process Standard : AR

21. To"approve entry of thé POA&M sélect Edit, POA&M Approved fofm'the Status = - © &
Change Request Options, provide comments and then click Submit. c T

-Approval O

SRR
£17/2009
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2. Selectithie Associations tabito tag miflfiple comitrols aad’ expected restilts:

et Explor

& POAM Petail - Microsoft Intern
2

f Il JIA ¢ SRk
&) Fﬁps://www.mmbestnbcgnﬂmmsﬁomdeta&asmSAW@MBSN? §§
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+23. Select Edi
24. Select applicable controls. ’ e
25. Select a Program to add (if applicable) and then select Add.

26. Select Save.

27. Select the POA&M General Tab and exit the application. This completes the
POA&M creation work flow process.
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= Microsoft Tnternet Exploréy’
. % o W%w , ., ‘1{(,]
: . Adaress: S/POAMIisting. aspx
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S 032, Select POA&M. Close Requésted, fromithe Status Changé Reguest.Options,
provide comments and then click Submit.

R 3
Status Change Requast Options- 5
-Status Change Request Options-

Note: After a POA&M weakness has been closed there are limited capabilities to modify them.
Please ensure that newly created POA&Ms are in compliance with this standard. All POA&M
‘weaknesses that are closed but are found to be non-compliant must be corrected or re-created
with a reference to the original POA&M ID number in the POA&M Title field. The re-created
(new) POA&M must reference the original POA&M ID number in the “POA&M Title” field.
Additionally, the original (old) POA&M must reference the re-created POA&M ID number in
the “POA&M Title” field.

&
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33. Select:thepaper icon located next to.Weakness, Select Add Comment, eiter the ..

- corrective action(s) in the comment field and select Update. :

. 211542

008

Srns s
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34, Select thé Totéi iconf 6 the Teft of ‘Artifacts, upload-artifacts such & WCVFs,
screenshots; memorandum signature pages and other relevant evidentiary artlfacts e R
that clearly demonstrate successful resolution of the weakness, Cew e e
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' © L i 35, Totipload-CIO ‘and AO-Transmittal Memos, return to the hordie pace select "ol
LT Component and then Shared Artifacts. .-~ = . v




e ,;'- namc, ﬁ'om the Type p1ck list select Mlscellaneous select Upload 10 save the o SV
mformanon, return to the POA&M module. SR .
e . Untitled Page-~ Microsoft: Intemet Explorer: ; o e
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T ooy

Fl.-Select the Milestenes tab and then‘click Edit...

38. Enter the milestone Actual Finish date.
39. Select Update to save the entry and then select the POA&M General Tab.

49
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* "40°Belect Close ApproVed fom the Status Chiinge Requiest Optisns, providé:
-+ comments and then click Submit. Ao BT

41. POA&M Approval Status options.

Draft Created: Each POA&M automatically st‘ai'ts in this state. A POA&M in
this state can be deleted by any user who can edit the POA&M

Draft Approve Requested: When the key POA&M information has been entered
and finalized, the user responsible for maintaining the POA&M selects this status to
request approval. At least one milestone must have been entered before this event
can be selected. Requires permission POAMEDIT.

POAM Approved: The user responsible for reviewing POAM Approval requests
selects this status to indicate that the request has been approved. The user
responsible for the POA&M can continue carrying out the actions and milestones
associated with the POA&M. Once approved, the POA&M Title, Detailed
Weakness Description, and Due Date fields are locked in read-only mode for
regular users. Requires permission POAMAPPR or POAMAPSSP.
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POAM Approval Depied: The user responsible for reviewing POAM Appréval. -

requests selects this status to indicate that the request has been denied. The user
responsible for the POA&M can then make changes and resubmit the approval
request. Requires permission POAMAPPR or POAMAPSSP.

POAM Auto Approved: The POA&M will automatlcally enter this state if it has
not already been approved through the manual event process after 90 days from
creation. The POA&M Title, Detailed Weakness Description, and Due Date fields
are locked in read-only mode for regular users, with the exception that the Due Date
field may be edited once if it was NULL when the POA&M was Auto-Approved.

POAM Cancellation Requested: The user responsible for maintaining the
POA&M can request cancellation if the POA&M has been approved and is still
open. Typically this is done if the POA&M is a duplicate or if the requirement is
no longer valid. Requires permission POAMCANCEL.

POAM Close Requested: The user responsible for maintaining the POA&M can

request close if the POA&M has been approved and is still open. Typically this is -

_done when after the POA&M actions and milestones have been carried out to 4
completion. The POA&M Actual Start and Actual Finish dates must be populated
before this event can be selected. Requires permission POAMCLOSE.

" Cancel Approved: The user responsible for reviewing POAM Cancellation
requests selects this status to indicate that the request has been approved. The
POA&M status changes to Cancelled and no further actions are required on the
POA&M. Requires permission POAMAPCANCEL.

Cancel Denied: The user responsible for reviewing POAM Cancellation requests
selects this status to indicate that the request has been denied. The user responsible
for the POA&M can then make changes and resubmit the cancellation request with
anew Justlﬁcatmn or work the actions and milestones to closure. Requires

- penmssmn POAMAPCANCEL.

{



:#2 Enterthe Actiiar mesh dte and Click Save to close the PO AaM ""‘h° status wik ™.

change ﬁom In Prooress Delayed or Ongoing to Completed e

The POA&M Status options are as follows:

Open/Closed: "Open" and "Closed" are not statuses that appear in the Status text field
directly, but they are query options ("All Open" and "All Closed"). "All Open" is any
POA&M that does not have status Cancelled or Completed. "All Closed" is any
POA&M that has status Cancelled or Completed.

Not Started: A POA&M that has no actual start date and is Not Approved.

Planned/Pending: A POA&M that has a scheduled completion date, a planned start, and
a planned finish date.

In Progress: A POA&M that has a scheduled completion date, a planned start, a planned
finish date, an actual start date, and the POA&M is approved.
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sei-Delayed: . Whenva user edits the POA&M, 4s well as whed .the nightly:procedure -

executes, the status:will bé set to “Delayed” status if the POA&M is Approved and. past e

its Due date, but does not currently have a status of “Delayed”.

Denied: This is no longer a valid POA&M status. Previously, when the POA&M work

- flow status was one of the “denied” steps, the POA&M status would. also read as.

“Denied.” This was changed to no longer occur in CSAM v2.1. Some POA&Ms may still
be in this state at this time if those POA&Ms have not been updated and changed state
since the CSAM v2.1 deployment.

Cancelled: The POA&M work flow was moved to Cancel Approved, the POA&M
status changes to Cancelled, no further actions are required on the POA&M.

Completed: The POA&M work flow was moved to Close Approved, the - POA&M

_ status changes to Closed no further actions are required on the POA&M.
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+Concliision

"I‘he benefits of the POA&M are significant and far-reachmg, internally and externally to DOI:".
For each system, the POA&M serves as a comprehensive reference to be used in ongoing efforts

. to address programmatic and system-specific vulnerabilities. The POA&M is an essential
management tool for the oversight and mitigation of security weaknesses. To function as an
effective tool, POA&MSs must be continually and diligently updated. The operating
environment, levels of acceptable risk, and the availability of resources are a small sampling of
the many changes that occur on a frequent basis. An effective and successful POA&M
document captures each one of these changes in a concise and complete fashion.
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A0 || Authorizing Official T
[ AOSS II All Other Sensitive Systems }
I BES - [ Business Essential System o
’ BCISO H Bureau Chief Information Security Officer ' [
C&A i| Certification and Accreditation
| CFO || ChiefFinancial Officer ]
l CIO g! Chief Information Officer §
l CSAM [ Cyber Security Assessment and Management
[ CSD fl ‘Cyber Security Division ‘
| €TO || Chief Technical Officer IR
| DAO il Designated Authorizing Official
[ DOI l Department of the Interior
DOJ Department of Justice
_ I FIPS !! Federal Information Processing Standards ?
[ FISMA §[ Federal Information Security Management Act of 2002 }
l FTE §| Full Time Equivalent -
FY l Fiscal Year |
| GAO || General Accountability Office ]
GSS ZI General Support System i
ICR fl Internal Control Review ]
| I1G [ Inspector General

INFOSEC | Information Security

[ ISSO §| Information System Security Officer i
IT I Information Technology

[ LAN { Local Area Network j
MA Major Application

| MCS || Mission Critical System

l NIST ZI National Institute of Standards and Technology i

| OCIO || Office of the Chief Information Officer

[ OIG §[ Office of Inspector General

TR S ——
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[oMB__ [ Office of Manegement and Budget _
ErPIA i[ Privacy Impact Assessment - ,
I POA&M gf Plan of Action and Milestones ’
[PUB | Publication ‘
fRA [ Risk Assessment ;
{ SSP 1‘ System Security Plan |
[ UPI ! Unique Project Identifier i
[ WAN §[ Wide Area Network §
§FWCVF §| Weakness Completion Verification Form 1
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' Acceptable Risk - a concern that is acceptable to responsible management, due to-the cost and
magnitude of implementing security controls. '

Adequate Seciirity - security that is commensurate with the risk and magnitude of the harm
resulting from the loss, misuse, or unauthorized access to or modification of information. This
includes assuring that systems and applications operate effectively and provide appropriate
confidentiality, integrity, and availability, through the use of cost-effective management,
personnel, operational, and technical controls. ‘

Authorizing Official - (formerly known as Designated Approving Authority) official with the
authority to formally assume responsibility for operating an information system at an acceptable
level of risk to agency operations (including mission, functions, image, or reputation), agency . .: -
assets, or individuals. - - o

~ Authorizing Official Designated Representative - individual selected by an-authorizing official
to act on their behalf in coordinating and carrying out the necessary activities required during the:
security certification and accreditation of an information system "

Avéilabi]it}f - ensuring tiinely and reliabl.e access to and use of information.

Confidentiality - (1) assurance that information is not disclosed to unauthorized persons,
processes, or devices. (2) Preserving authorized restrictions on information access and
disclosure, including means for protecting personal privacy and proprietary information.

Data Integrity - the property that data has not been altered in an unauthorized manner. Data
integrity covers data in storage, during processing, and while in transit.

General Support System (GSS) - an interconnected set of information resources under the same
direct management control, which shares common functionality. A GSS normally includes
hardware, software, information, data, applications, communications, and people. A GSS can be,
for example, a local area network (LAN) including smart terminals that supports a branch office,
an agency-wide backbone, a communications network, a departmental data-processing center
including its operating system and utilities, a tactical radio network, or a shared information-
processing service organization.

Independent Reviewer — is responsible for validating that the corrective action was effectively .
implemented and that the completion status of the system security weakness has been accurately
reported.

Information - any communication or representation of knowledge such as facts, data, or
opinions in any medium or form, including textual, numerical, graphic, cartographic, narrative,
or audiovisual forms. '

Information Owner - is responsible for establishing the rules for appropriate use and protection
of the data/information. The information owner retains that responsibility even when the
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data/information is shared with other organizations. Tms can be the busmess owner orin someé
cases the system owner at DOL

" Information Securlty (INFOSEC) pfotecting information and infom‘latién‘ systems from .

unauthorized access, use, disclosure, disruption, modification, or destruction in order to provide
integrity, confidentiality, and availability.

Information Technology (IT) - any equipment or interconnected system or subsystem of
equipment that is used in the automatic acquisition, storage, manipulation, management,
movement, control, display, switching, interchange, transmission, or reception of data or

information. For purposes of this definition, equipment is used by DOI whether it is used directly
or it is used by a contractor under a contract with DOI which: (1) requires the use of such

equ1pment or (2) requires the use, to a significant extent, of such equipment in the performance
of a service or the furnishing of a product. Information technology includes computers, ancillary
equipment, software, firmware and similar procedures, services (including support services), and
related resources. It does not include any equ1pment that is acquired by a Federal contractor
incidental to a Federal contract. ~ o

Integrity - (1) the degree to which a system (or system component) prevents unauthorized access
to, or modification of, computer programs or data. (2) Guarding against improper information
modification or destruction, and includes ehsuring information non-repudiation and authenticity.

IT Security Costs - In determining information and IT security costs, Federal agencies must
consider the following criteria to determine security costs for a specific IT investment:

1. The products, procedures, and personnel (Federal employees and contractors) that are
primarily dedicated to or used for provision of IT security for the specific IT investment.

(Do not include activities performed or funded by the agency Inspector General.) This
includes the costs of:

o Risk assessment
e Security planning and policy
e Certification and accreditation

. Speciﬁc management, operational, and technical security controls (to include access
control systems as well as telecommunications and network security)

¢ Authentication or cryptographic apphcatlons

* Education, awareness, and training

* System reviews/evaluations (including security control testing and evaluation)
e Oversight or compliance inspections

* Development and maintenance of agency reports to OMB and corrective action plans as
they pertain to the specific investment

. Contingency planning and testing

» Physical and environmental controls for hardware and software
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"rec+ Auditing and monitoring s me W v s 0 o i Ty L
o Computer security mvestlgatlons and forensms

» Reviews, inspections, audits, and other evaluatlons performed on contractor facilities'and
operations.

2. Products, procedures, and personnel (Federal employees and contractors) that have as an
incidental or integral component, a quantifiable benefit to IT security for the specific IT
investment. This includes system conﬁguratmn/change management control, personnel
security, physical secunty, operations security, privacy training, program/system
evaluations whose primary purpose is other than security; systems administrator
functions; and, for example, system upgrades within which new features obviate the need
for other standalone security controls.

3. Many agencies operate networks, which provide some or all the necessary sectirity -«
controls forthe associated applications. In such cases, the agency must nevertheless -
" account for security costs for éach’of thié applicationi investments. To avoid ‘double-
counting’ agencies should appropnately allocate the costs of the network for each of the
applications for which security is provided. : SRR

In identifying security costs, some agencies find it helpful to ask the following simple question,
“If there was no threat, vulnerability, risk, or need to provide for continuity of operations, what
activities would not be necessary and what costs would be avoided?” Investments that fail to
report security costs will not be funded; therefore, if the agency encounters difficulties with the
above criteria they must contact OMB prior to submission of the budget materials.

Lead Responder — is responsible for ensuring that project or systems teams have taken
appropriate remediation actions or steps to address, partially address, and/or recommend risk
acceptance associated with system security weakness.

Major Application (MA) - an application that requires special attention to security because of
the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized access to, or
modification of, the information in the application. A breach in a major application might
comprise many individual application programs and hardware, software, and
telecommunications components. Major applications can be either a major software application
or a combination of hardware and software in which the only purpose of the system is to support
a specific mission-related function.

Major Information System - a system that requires special management attention because of its
importance to an agency mission; its high development, operating, or maintenance costs; or its
significant role in the administration of agency programs, finances, property, or other resources.
Large infrastructure investments (e.g., major purchases of personal computers or local area
network improvements) should also be evaluated against these criteria. Your agency Capital
Planning and Investment Control (CPIC) Process may also define a major system or project. All
major systems or projects must be reported on exhibit 53. In addition, a major IT system is one
reported on your "Capital Asset Plan and Business Case," Exhibit 300. For the financial
management mission area, major is any system that costs more than $500,000. Additionally, if
the project or initiative directly supports the President's Management Agenda Items, then the
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-+ project meets the criteria of high executive visibility. Projects. that are E-governmentin nature-or

use e-business technolocnes must be identified as major projects regardless- of the costs. If you

are unsure about what systems to consider as maJ or, consult your agency budget officer or OMB
representative. Systems not considered "major" are "small/other”.

Management Controls - techniques and concerns, normally addressed by an organization’s
management, that focus on the management of security and risk of an IT system. More expressly,
actions taken to manage the development, maintenance, and use of the system, including system-
specific policies, procedures, and rules of behavior, individual roles and responsibilities,
individual accountability and personnel security decisions. :

Material Weakness - or significant weakness is used to identify control weaknesses that pose a
significant risk or threat to the operations and/or assets of an audited entity. “Material weakness”
is a very specific term that.is defined one way for financial audits and another way for
weaknesses reported under the Federal Managers Financial Integrity Act of 1982 Such
weaknesses may be identified by auditors or by management. :

»Operatlonal Controls - procedures and operatmnal methods focusmg on mechamsms o
implemented and executed by people (as opposed to systems). They often require technical or
specialized expertise and often rely upon management activities as well as technical controls.

Plan of Action and Milestone (POA&M) - (a corrective action plan) a tool that identifies tasks
that need to be accomplished. It details resources required to accomplish the elements of the
plan, any milestones in meeting the task, and scheduled completion dates for the milestones. The
purpose of the POA&M is to assist agencies in identifying, assessing, prioritizing, and

monitoring the progress of corrective efforts for security weaknesses found in programs and
systems.

Policy - a document that delineates the security management structure and clearly assigns

security responsibilities and lays the foundation necessary to reliably measure progress and
compliance.

Production System — Any system that stores, processes, or transmits live data or operates in a
production environment.

Program Official - a division director or equivalent that is responsible for a major program or
functiona] area.

Program Review - a program review, in the context of the work required under the Government
Information Security Reform Act, is a review of the security status of an operational program
and is not a security program itself. Each program must be reviewed annually to ensure: 1) risk
assessments occur; 2) policies and procedures are risk-based and cost-effective and comply with
existing Jaws and OMB policy; 3) security awareness training for all employees; 4) management
testing and evaluation of the effectiveness of information security policies and procedures; 5) a

process for remedial action; and 6) procedures for detecting, reporting, and responding to
security incidents.
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'Reportable Condition.= A reportable ¢ondition exists when'a security or manaeemenwentro}' "Ll i

- reported to iriternal management. . A.security weakness not deemed to be a significant deﬁmency

ot

weakness-does'not rise, to:level of a significant deficiency, yet is still important.enough fo:be: -

by agency management, yet affecting the efficiency and effectiveness of agency operations, may
be considered a reportable condmon However, due to lower risk, corrective action may be
scheduled over a longer period-of time. A reportable condition under FISMA isnot reported as a
material weakness under FMFIA.

Residual Risk ~ is that risk remaining after all mitigation efforts have been implemented and
any other potential corrective action strategies have been exhausted or otherwise determined to
be cost-prohibitive when compared to the potential risk impact to the affected information
technology system and its associated information/data.

. - Risk - the net mission impact considering (1) the probability that a particular threat-source will
~exercise (accidentally trigger or intentionally exploit) a particular mformatmn system e e
~* vulnerability and (2) the resultmg impact if this should occur. rer s s

Risk Assessment - the process of. identifying the risks to system security and determining the .
probability of occurrence, the resulting impact, and additional safeguards that would mitigate this

. impact. Part of Risk Management and synonymous with Risk Analysis.

Risk Management - the total process of identifying, controlling, and remediating information
system-related risks. It includes risk assessment; cost-benefit analysis; and the selection,
implementation testing, and security evaluation of safeguards. This overall system security
review considers both effectiveness and efficiency, including impact on the mission and
constraints due to policy, regulations, and laws.

Security - technological discipline concerned with ensuring that IT systems perform as expected
and do nothing more; that information is provided adequate protection for confidentiality; that
system, data and software integrity is maintained; and that information and system resources are
protected against unplanned disruptions of processing that could senously impact mission
accomplishment. Also referred to IT Security.

Security Controls - the management, operational, and technical controls (i.e., safeguards or
countermeasures), prescribed for an information system which, taken together, satisfy the
specified security requirements and adequately protect the confidentiality, integrity, and
availability of the system and its information.

‘ Security Program a program established, imiplemented, and maintained to assure that adequate

IT security is provided for all organizational information collected, processed transmitted,
stored, or disseminated in its mformatlon technology systems.

Sensitive Data - information whose loss, misuse, unauthorized access to, modification, or

destruction, could adversely affect the national interest or the conduct of Federal programs, or
privacy to which individuals are entitled, but which has not been specifically authorized to be
kept secret in the interest of national defense or foreign policy, etc. Sensitive data can relate to

industry (e.g., proprietary, patented), copyrighted or business data, as Well as data that is smply
mappropriate for public release.
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“ s Sensitivity - thedegree.to which an'IT system or-application requires‘protection (to-ensure - +. -

confidentiality, integrity, and availability) which is ‘determined by an evaluation of the nature and
-cnncahty of the data processed, the relation of the system to the organization-missions and the
economic value of the system components.

Signiﬁcant Deficiency - is a-weakness in an agency’s overall information systems security - --
program or management control structure, or within one or more information systems, that
significantly restricts the capability of the agency to carry out its mission or compromises the
security of its information, information systems, personnel, or other resources, operations, or
assets. In this context, the risk is great enough that the agency head and outside agencies must be
notified and immediate or near-immediate corrective action must be taken. A significant
deficiency under FISMA is to be reported as a material weakness under the Federal Managers
Financial Integnty Act (FMFIA)

"System - a collection of computmg and/or communications components and other resources that
support one or more functional objectives of an organization: IT system resources include any IT
component plus associated manual procedures and physical facilities that are used in the
‘acquisition, storage, manipulation, display, and/or movement of data or to direct or monitor
operating procedures. An IT system may consist of one or more computers and their related .
resources of any size. The resources that comprise a system do not have to be physically
connected. (Defined in NIST SP 800-16, Appendix C). A system can also be defined as the
interconnected set of information resources under the same direct management control, which
share common functionality. A system normally includes hardware, software, information, data,
applications, communications, and people.

Technical Controls - automated, technological security mechanisms the IT system executes.
The controls can provide automated protection for unauthorized access or misuse and facilitate
detection of security violations. -

Technical Reviewer - is responsible for ensuring that project or system team have taken
appropriate remediation actions or steps to address, partially address, and/or recommend risk
acceptance associated with the system security weakness. The technical reviewer is also

responsible for ensuring all appropriate Security Technical Implementation Guide (STIGs) have
been updated as noted.

Vulnerzbility - a flaw or weakness in a system’s security procedures, design, implemeritation, or

internal controls that could be exercised (accidentally triggered or intentionally exploited) and
result in a security breach or a violation of the system’s security policy.
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Appendix DFWedKkness Completion Verification Form

- Completing Corrective Actions ~~ ~~ “ T

In order to implement a needed security control and ‘complete’ a weakness, five levels of
effectiveness must be met as follows: T C

1. The control objective must be documented in a security policy (e.g., the policy can either be a
common control where the policy has been promulgated at the Departmental or bureau level,
a system-specific policy issued as a rules of behavior (ROB) to users, etc.);

2. The security control must be documented as procedures (e.g., documented procedures,
practices, security configuration guides (STIGs), etc.);

3. Procedures have been implemented;

4. Procedures and security controls are tested and reviewed; and

5. Procedures andsecunty controlsareﬁlllymtegratedmto a compréhensir/e program L R

Three exattiples of appropriate corrective actions follow. " s e o

- Management Control - If the identified weakness was a lack of management controls
. (e-g., policies or standards), an appropriate corrective action might be development of a
relevant and appropriate IT security policy. Adequate evidence that the corrective action
was completed would be demonstrating that a final version of the policy was approved,
signed, and promulgated by the responsible senior management official and disseminated
" and effectively communicated to individuals within the organization that needed to be.
informed and/or trained about the policy.

It may also be necessary to implement or update related operational and/or technical
security controls consistent with the policies or standards developed to fully correct the
identified weakness. Even though a security audit, test, or assessment failed to
specifically identify these additional follow-on steps, the System Owner and other
individuals responsible for the security of a system must take appropriate steps to identify
any such additional activities and document on the POA&M by creating new POA&M
entries, or by adding additional milestones to the existing related weakness, and then
continue to implement corrective actions until all aspects of the weakness are addressed.

* Operational Control - If the identified weakness was a lack of operational controls (e.g.,
procedures, practices, or Security Technical Implementation Guides (STIGs), an
appropriate corrective action might be implementation of operational practices and
procedures that are consistent with established and relevant IT security policies and
standards. Adequate evidence that the corrective action was completed would be
demonstrating that a final version of documented procedures exists and those responsible

offices and individuals have been identified and have begun to effectively implement
those practices.

It may also be necessary to implement or update related technical security controls
consistent with existing policies or standards to support and help ensure efficient and

D-1
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= effective operquona, procndurcs and prac‘aceq Although theop rat1ona1 control should . -+ .- 1 i
be able to demonsfrate that if is comphant with a related management control, existence:” .- 7 ¢ ¢
of the management control (although required) is not sufficient evidence that an. :
operational control exists. Adequate evidence would include documented procedures and
practices and evidence that implementation has been at least initiated by respon51b1e
offices and individuals.

o Technical Control - If the identified weakness was a lack of technical controls (e.g.,
security patches, operating system, application, database, web-services security
configurations consistent with applicable STIGs, encryption of sensitive data or
passwords, ineffective identification, authentication, or access controls, insufficient audit
logging of security events, etc.), an appropriate corrective action might be
implementation of appropriate device security configurations that corrects or mitigate the
weakness, in a manner that is consistent with established and relevant lT secunty

- policies, standards, procedures, and practlces :

* Evidence that the corrective action was completed would be documentation of change
records and associated approvals and completion signatures or other audit trails, results
from independent vulnerability scanning tests using similar tools and methods of initial
discovery, results from independent manual review of security configurations following
similar inspection criteria and methodology used in initial discovery, etc. Although the
technical control should be able to demonstrate that it has been implemented in a manner
that is compliant with a related management control, existence of the management
control (although required) is not sufficient evidence that the technical control exists, has
been implemented correctly, and has been tested for effectiveness.

Weakness Completion Verification Form
The Weakness Completion Verification Form is embedded in the following logo.

Final WCVF Template
17 Mar 10.doc
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=*Appeifidix Er POA&M Certification Transmittal P ol

- ~"This'séction containsthe templates of the Certification Transmittals tobé conipleted by the'CIO: - == 7+ =-ta o

and AO and submitted as part of the quarterly POA&M submission.

© The CIO Certification Transmittal is embedded in the following logo.

CIO Transmittal
Memo Template.doc

The AO Certiﬁcation Transmittal is embedded in the following logo.

" "'AO Transmittal Memo
"~ " Tenplate.doc
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* “Appendix ¥ Office of Inspector” General Recommendau(mIJ .
. Status Reportmg Process e .

Int_rodu_ction

The Office of Inspector General (OIG) Information Security Division (ISD) conducts regular
evaluations of IT security related functions throughout Interior. As IT security weaknesses are
discovered the OIG generates reports to relay their recommendations to the affected bureaus and
offices as well as to the Department’s Office of the Chief Information Officer (OCIO).

All bureaus and offices must ensure that all OIG recommendations have a corresponding Plan of
Action and Milestone (POA&M) in the Cyber Security Assessment and Management (CSAM) ..
application. Bureaus and offices are required to provide quarterly updates in CSAM with a -
detailed status of remediating actions with regard to all open OIG recommendations since.fiscal
year 2007. In lieu of the adhoc process established in 2008 where bureaus and offices submitted
their quarterly reports via word documents, effective FY 2009 Quarter 1, the updates must be
entered into CSAM. The OIG will review POA&Ms created as a result of their evaluation in
CSAM to make sure weaknesses are incorporated. The findings will be reviewed no less than
quarterly to evaluate the effectiveness of corrective actions.

Within the OCIO, the Cyber Security Division (CSD) POA&M and Audit Liaison service area
has been charged with the responsibility of providing oversight of the remediation actions by
bureaus and offices as well as Departmental offices.” In performance of CSD’s oversight
function, the CSD shall act as the central point of contact for reviewing, providing feedback, and
tracking status of bureau, office, and Departmental updates to the OIG.

Purpose

The purpose of this document is to define a process by which the OCIO CSD shall coordinate the
reporting of detailed resolution status of OIG recommendations on a quarterly basis. This
document describes the methodology by which the POA&M and Audit Liaison shall
collaboratively:

» Ensure bureaus and offices are aware of the deadlines for status reporting;
~® Periodically review bureau and office updates in CSAM;

* Provide feedback to the bureaus and offices regarding required data elements.

Bureau/Office Responsibilities

§ Departmental Manual, Part 18, Paragraph 18.5(4) I requires the Department’s “Information Technology Security Staff” to perform oversight.
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~gBureaus and. offices are responsible for 1 espondmg to each.of, their respective.OIG zeport. .
"” recommendations by creatmg a POA&M in CSAM. POA&M:s Created as a result of an OI

+- .. evaluation must remain open until the. CSD has thie opportunity to re-evaluate them.and confirms. .

they are resolved to their satisfaction.

If the weakness has been remediated, enter the corrective action description as a milestone,
change the Status Change Request Option to Closure Requested and upload evidentiary
artifact(s) that demonstrate successful resolution (See Section 5, POA&M Management for
more information on how to create and manage POA&Ms). Once the CSD has re-evaluated the
POA&M weakness and determined that the weakness has been resolved to their sat1sfact10n, the
Bureau Chief Information Security Officer (BCISO) will be notified via e-mail from the CSD.

FISMA §3544(a) 2 requires policies and procedures to cost effectively reduce risk and
periodically test information security controls to ensure they are effectively implemented. The-
Inspector General Act (as amended) §2 requires the OIG to promote economy, efficiency;and-

. effectiveness. The pquose of requmng all OIG mformatmn security findings to. be: recorded in- - .
. CSAM asa POA&M and require these POA&MS to remain open until the CSD. affirms they are’ °

resolved is to establish a procedure for ensunng the OIG’s recommendations are addressed. -

Bureaus and offices must also.upload evidentiary artifacts in all updates whether the
recommendation remains open or is closed. The CSD and OIG verifies accomplished milestones
and progress in remed1at1ng weaknesses and require supporting evidence to do so. In addition to
the Weakness Completion Verification Form (WCVF), at least one artifact that supports closure
of the recommendation must be uploaded for every OIG recommendation that bureaus and
offices have referenced as closed. Artifacts can be e-mails, screen shots, procedure documents -
etc., as long as the artifact provides sufficient and relevant detail to enable the OIG to conduct
testing and/or evaluation of the effectiveness of the corrective actions taken.

Reporﬁng Schedule

Please refer to Section 2.8.2, Managing and Monitoring Progress.
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.o .Cl

S ‘Thls section ‘will explam how to create and manage program and systern POA&MS as.a-resultoft - o
an OIG evaluation in CSAM.

eatmg' 'and Managmg POA&Ms. - R

1. To create a program or system POA&M go to: https://www.csam.nbc.gov.
2. Enter your User Name and Password and then select Log in.

B csAMCand A Web'Login Page = Micasoft fntermet Explores

Limited Official Use

: Warning! ;
US DEPARTMENT OF THE INTERTOR (DOT) WARNING STATEMENT. This
“is a Department of the Interior (DOI) computer system. This compiter system, |
inchrding all related equipment, networks and netswork devices (specifically inchding
Internet access),are provided onfy for authorized U. S. Government use. DOI
computer systems may be monitored for all lawful purposes, to 2nsure that their use is
authorized, for management of the system, to facilitate protection against inauthorized
aceess, and to verify security procedures, and operational security. Monitoring
inchides active attacks by authorized DOI entities to test or verfy the security of this
system. During monitoring, information may be examined, recorded, copied and used
for authorized purposes. All information, incinding personal iformation, placed ot o
ent over this system may be monitored. Use of this DOL computer system, authorized] i
or unauthorized, constitutes consent to monitoring of this system, Unauthorized nse
may subject you to criminal prosecution. Evidence of mathorized use collected
during monitoring may be used for administrative, criminal or adverse action. Use of
this system constitutes consent to monitoring for these purposes.
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The POA&M ID is a CSAM generated unique number for each POA&M. This number is
unique amongst all system, site and program POA&Ms.

The POA&M Seq. is a CSAM generated unique number for each POA&M. This number is

unique only within the system, site or program it belongs to. This number is sequentially
assigned.
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7.

8.

Enter POA&M Title. Enter the OIG report evaluation number the recommendation
number and a brief description of the weakness Select Edit Select Edit.

Enter Detailed Weakness Description. Enter the detailed weakness description in

~ the text box using the exact language identified in the OIG report evaluation.

10.

(Note: If the OIG recommendation has been identified in multiple reports, open only
one POA&M and list all report evaluation numbers and recommendation numbers).

Enter Severity by clicking the drop- down menu and choosing the applicable option.

CSAM Derived Criticality. CSAM automatically ranks the criticality of a POA&M
when the vulnerability is associated at the Control or Expected Results level and is. -
unaware of the operating environment of the system (i.e., is not aware of any
mitigating/compensating controls that would justify any lower risk rating—e.g., a
vulnerable port/service might have an initial risk rating of high but when taking into
consideration an external firewall that prevents any other system from accessing the
vulnerable port/service the user identified risk level might be adjusted to medium or low).

The CSAM Derived Criticality value is dynamically updated as the associated control
implementation status changes. In the event the vulnerability is not associated at the
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C i TR gentrol or expected redtilt 1ével, the user’ 1den ified criticality level miist be populated:- An .
example of this may be Program related vulnerabllmes '

1 1 Select the User Identlfied Crmcahty of the POA&M from the plck hst Usmg data
from a user defined risk assessment process, enter appropriate the criticality level. (Note:
The User Identified Criticality level is the “official criticality level” to the extent that it'is
selected/identified as instructed by this POA&M Process Standard. If it is not adjusted
by the user then the “official criticality level” would default to the “CSAM Derived -
Criticality”.

] 12. Enter the Cost information. POA&M cost can be captured and associated with the
;i POA&M, providing visibility on several other CSAM screens. This capability
enables IT Security Specialists and management to make credible, risk-based
decisions with regard to the operation and use of information systems.

13. Enter Assigned POC. Th1s assignment is made from a drop down table of POCs for
‘which CSAM contains contact mformatlon online.

| 14. Enter the Due Date also known as the Schedule Completion Date (SCD). This date is the
- key date that will be locked-down as the baseline, once the POA&M is approved. While
in Draft POA&M status, this value can be changed. The user can also enter datés directly
‘into individual fields. Auto-scheduler sets the Due Date, Planned Start and Planned
Finish dates, however, the user must enter the Actual Start and Actual Finish dates
manually. : :

15.-Select Yes from the Created as a Result of an OIG Evaluation pick list, enter the
Source of Weakness. When entering the source of weakness information
bureaus/offices must include the title of the report, the report number, the date of
the report, the specific finding and/or recommendation of the report, and any other ,
information pertinent to the source of the weakness. Click Save.
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Note: Given existing constraints, and the capabilities of the current version of CSAM,
the only options available in the system to record the source of weaknesses other than
those identified by the OIG are by entering that information as part of the POA&M Title,
the POA&M Detailed Weakness Description, or as a User Defined Attribute (UDA).

As Interior believes addi’ng an additional discrete field clearly designated for the
identification of “Source of Weakness” within CSAM would be beneficial to all
participating agencies we have submitted a change request for consideration and, if

approved, will implement that change as part of the planned scheduled release of the new
upgrade version as soon as it becomes available.

In the interim, CSD has created a User Defined Attribute (UDA) labeled “Source of
Weakness” that is now an attribute of every POA&M weakness within CSAM. While
CSAM will continue to maintain the existing DOI-specific UDA labeled as “Created as a
Result of an OIG Evaluation” having a value of either “Yes” of “No” to enable the OIG
to identify all POA&M weaknesses that are associated with OIG report findings and
recommendations, the new “Source of Weakness” UDA provides a text field with a
sufficient number of types of permissible characters for bureaus/offices to identify all

F-10
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1. “Sources of-Weaknesses by inci “the auditingientity, the titleofthe reporti the report. .
number, the date of the Feport“the speczf cfi ndzng and/or recommendation of the report,

and any other information periinent to the source of the weakness. It is anticipated that
this interim approach will enable Interior to more easily migrate the information in the
temporary UDA fields to the more permanent fields following DOJ's implementation of
the change request (expected to take at least six months or longer — DOJ is unable to
provide any specific commitments and/or dates at this time).

F-11
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The key milestones associated with each corrective action should be identified on each
POA&M. Each weakness must have one or more associated milestones. Milestones should
define the major steps that will be performed to complete the corrective action. If there is
more than one milestone, list and number each milestone in the order they should be
executed. For example, one set of milestones for a weakness such as, “Identification and

authentication are not adequate for the level of security controls required for this system”
‘might be: ' “

1) Evaluate methods for strengthening identification and authentication.
2) Recommend solution and obtain approval.

3) Develop procedures to standardize accepted identification and authentication process.
4) Design identification and authentication solution.
5) Build identification and authentication solution.

6) Test identification and authentication solution.

7) Deploy identification and authentication solution and implement supporting process.

F-12
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Milestones might alse inclade more specific. aspedts related-to thetechnical sohition-(e.g.
implement two-factor authentication), and management and operational controls related to.

the steps-for implementing supporting:business.practices and procedures where additional fesm: - o S

veRiart, N

security control requirements are known or anticipated.’

The description of each milestone must be detailed enough so that an independent reviewer
will understand the planned corrective action and determine whether the corrective action is
adequate and appropriate and will result in the weakness being corrected or its associated risk
mitigated to a level acceptable to the AO. Sensitive information can be included as needed
for the description since the entire POA&M is a sensitive but unclassified document.

Milestones should start with planned remediation actions, show progression through
remediation and/or must be updated periodically or as remediation actions occur. .

Milestones should always end in a statement clearly indicating completed remediation action
Entries of TBD, N/A, and similar responses indicating future tense, proposed or intended”
actions are not compliant.

F-13
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and then click Submit.

20:-Select,Drafi— Approval Requested from-the Status.Change Réquest Options. picklist- .

The POA&M Approval Status options are as follows:

Draft Created: Each POA&M automatically starts in this state. A POA&M in this
state can be deleted by any user who can edit the POA&M

Draft Approve Requested: When the key POA&M information has been entered -
and finalized, the user responsible for maintaining the POA&M selects this status to
request approval. At least one milestone must have been entered before this event
can be selected. Requires permission POAMEDIT.

POAM Approved: The user responsible for reviewing POAM Approval requests
selects this status to indicate that the request has been approved. The user
responsible for the POA&M can continue carrying out the actions and milestones
associated with the POA&M. Once approved, the POA&M Title, Detailed
Weakness Description, and Due Date fields are locked in read-only mode for
regular users. Requires permission POAMAPPR or POAMAPSSP.

POAM Approval Denied: The user responsible for reviewing POAM Approval
requests selects this status to indicate that the request has been denied. The user

F-16
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» ¥+ responsible forthePOA&M:ean then iake changes and resubmit the approval
request. Requires perrmss1on POAMAPPR or POAMAPSSP.

POAM Kit ‘"'Approved "THE POAEN will automatically enter iy state it Has
not already been approved through the manual event process after 90 days from
creation. The POA&M Title, Detailed Weakness Description, and Due Date fields
are locked in read-only mode for regular users, with the exception that the Due Date
field may be edited once if it was NULL when the POA&M was Auto-Approved.

- POAM Cancellation Requested: The user responsible for maintaining the
POA&M can request cancellation if the POA&M has been approved and is still
open. Typically this is done if the POA&M is a duplicate or if the requirement is no
longer valid. Requires permission POAMCANCEL.

POAM Ciose Requested: The user responsible for maintaining the POA&M can
request close if the POA&M has been approved and is still open. Typically thisis -
done when after the POA&M actions and milestones have been carried out to
completion. The POA&M Actual Start and Actual Finish dates must be populated
before this event can be selected. Requires permission POAMCLOSE.

Cancel Approved: The user responsible for reviewing POAM Cancellation
requests selects this status to indicate that the request has been approved. The
POA&M status changes to Cancelled and no further actions are required on the
POA&M. Requires permission POAMAPCANCEL.

Cancel Denied: The user responsible for reviewing POAM Cancellation requests
selects this status to indicate that the request has been denied. The user responsible
for the POA&M can then make changes and resubmit the cancellation request with
a new justification, or work the actions and milestones to closure. Requires
permission POAMAPCANCEL. o

F-17
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"F&‘apprové entry of the PUA&M, From the POAGM Genéral tabsilect Bdit X POA&M - A
Approved from the Status Change Request Options, prov1de comments and then chck

Dascription

| . : Appraval Options- -

POAN Approved :
POAM Agproval Denied
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25. Select a Program to add and then click Add. (Note: Please map POA&Ms created as a
result of an OIG evaluation to the appropriate “FY200X FISMA Evaluation” program
and then click Save.

26. Select the POA&M General Tab and exit the apphcatlon Tl'us completes the POA&M
creation work flow process.
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28-Select

| 13887 - 1SD- EV-085.0013-2008: #4- ISD-E\.
i MOA-0005-2007: OIG Recommendation
£

Recommendations {July 15 2008}, #6: Implement
network access gontrol

.. 13872 - Consolidation Ofprﬁogé 6[§'
Recomendations tJuly, 15 2008} #2: Implement g
| firewall

the bureav/officeProject Name and then select the POA&M: that your Would like::
to close located on the right side of the screen under POA&M Title.

it

512072006 12342009

£€/30/2009  €/30/2008
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*5n i 30, Select POA&M Clese Requssted, from the Status Change Requeést Options, provide
v .comments in the text-bex-below andthen.click Submit '

28 POAM Detail - Microsoft Internet Bplo

<, gOV/POAMS POAMCe tails, 2sDx PCSAM=QV3 tiIMAlezhlatUdg 10SA %

[RERE L MRS

Other Weakness

Status Change Request Options-
POAM Cancellation Requested

Note: After a POA&M weakness has been closed there are limited capabilities to modify them.
Please ensure that newly created POA&MSs are in compliance with this standard. All POA&M
weaknesses that are closed but are found to be non-compliant must be corrected or re-created
with a reference to the original POA&M ID number in the POA&M Title field. The re-created
(new) POA&M must reference the original POA&M ID number in the “POA&M Title” field.

Additionally, the original (old) POA&M must reference the re-created POA&M ID number in
the “POA&M Title” field.

31. Select the paper icon located next to Weakness, Select Add Comment, enter the
corrective action(s) in the comment field and select Update.
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327 Click on the Total icon, to thefight'of Aréifadis and uploadiartifadts such 4s Wedkness < orae ™ o

Completion Verification Forms (WCVFs), screenshots, memorandum signature pages. < - i+ " . -
‘ : and othér relevant evidentiary-artifacts-that clearly demonstrate successful resolution-of: - = - -
the weakness.

liDescription

A R SREAN.
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. ' Stect the Miilestonesitab and Herclick Add:.

35. Select Update to save the entry; select the POA&M General Tab and exit the

application.
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* The CSD will: generate a custorn: qliery repdrt no less't

Manng

«:Onee the-CSD has determined-that the-weakness has been resolved to their saﬂsfacnonv the:
Bureau Chief Information Security Officer (BCISO) will be notified via e-mail from the CSD
that the weakness has been successfully resolved.

Upon receipt of the e-mail from the CSD, return to the POA&M module in CSAM.

36. Select Close Approved from the Status Change Request Options, provide comments
and then click Submit.

% POAM Detail- Microsoft Intemet Explore:

hén quarterly on all POA&Ms that Have a.
status-of POA&M Close Requested and will re-evaluate the effectiveness of corrective actions.

HDaescription

Z
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37 Enterthe A¢tual Finish-date and clickiSaveto closeithe POA&M.
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A Purpose R i
The purpose of this document is to provide guidance for account management for the Cyber
Security Assessment and Management (CSAM) C&A Web application henceforth referred to as
“CSAM?”. Generally, people think of this as primarily covering the creation or changing of new
user accounts (Government, contractor, regular and privileged users). However, that is just the
beginning of account management. This document and the associated references also address the
disabling of inactive or retired accounts and the annual recertification of accounts. Additionally,
this document and its associated references also cover the processes of adding, deleting, and
changing systems, components, and subcomponents to CSAM.

Scope and Applicability - - - - O

The following procedures apply to all DOI CSAM application users, regardless of Where they
may be located ’ ' g :

Roles and Respons1b1ht1es

Account Manager Approving Official

The Account Manager Approving Official (AMAO) is the designated individual with authority
to appoint the bureau or office Account Manager (AM). The AMAO must be the Bureau Chief
Information Security Officer (BCISO), a higher official, or their duly authorized Representative
as established by bureau or office BCISO in consultation with the bureau or office Chief
Information Officer (CIO). The designation of all account representatives must be in writing. E-
mail or signed fax is acceptable.

Account Approving Official

The Account Approving Official (AAO) is the designated individual authorized to request

- account creation, deletion, and modification for their respective users and/or systems. The AAO
must be the system’s owner, a higher official, or their duly authorized representative as
established by bureau or .office BCISO in consultation with the bureau or office (CIO). AAO -

authorization (signature, signed fax, or email is acceptable) is required on all requests prior to the
requested actions being fulfilled.

Account Manager

The Account Manager (AM) is the designated individual with primary responsibilities of
handling account requests and other administrative actions related to the respective bureau or
office users and systems under their purview (e.g., activate, edit, and delete user accounts). Also
provides ability to assign users to System Security Plans (SSP). The designation of the bureau or

G-1
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ﬁ'om the AAO before user accoun

created, deleted or modified.

Administrator

The administrator is granted unrestricted rights to the entire system. The administrator has the -
ability to administer advanced functions, including updates to pick lists and templates.

Audit Log Reviewer

The Audit Log Reviewer is responsible for reviewing audit logs.

Author

have been assigned. The Author can also update control-level fields (e.g. compliance-: . -
description, test results, POA&Ms) for those controls that have been assigned, however, the

Author does not have the ability to update most fields of an SSP (e.g. system charactensucs
boundary definition, reqmrements scoping). .

Authorlzmg Official
The Authorizing Official (AO) is responsible for conducting the quarterly review of systems
under. their purview prior to the submission of POA&Ms for OMB reporting; and reviewing all

residual risk recommended for acceptance by the system owner, user representative, ‘system -
manager, or BCISO

Authorizing Ofﬁc1al Designated Repi'esentaﬁve

The Authorizing Official Designated representative may be called upon to review the quarterly
POA&Ms and obtain the authorizing official’s signature on acceptance of any residual risks.

" Bureau or Office Account Manager

The bureau or office Account Manager (AM) is the designated individual with primary
responsibilities for handling account requests and other administrative actions related to the .

respective bureau or office users and systems under their purview (e.g., activate, edit, and delete

user accounts. Also provides ability to assign users to SSPs). The designation of the bureau or

office Account Manager must be in writing by the AAO. The AM must obtain written approval

from the AAO before user accounts are created, deleted or modified.
Bureau or Office Chie_f Information Security Officer

The bureau or office Chief Information Security Officer (BCISO) is responsible for rev1eW1ng
corrective actions for their respective bureau or office to ensure that each corrective action is an

G-2
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- - effectivesand appropriate mitigation solution for its targeted weakness. Also, the BCIS@is .
e responsﬂsle for verifying the complet1on status of system security weaknesses reported m’

POA&Ms.
Bureau and Office Lead

The designated bureau. or office representative responsible for component programs, component-
level report card(s), and component FISMA reports.

Certification and Accreditation (C&A) Manager

The C&A manager shall be responsible to the bureau for ensuring adequate planning and
compliance with respect to the certification and accreditation and IT security requirements,
standards and guidelines issued by the Office of Management and Budget (OMB) NIST, and

'Certiﬁcat'i-on Agent

The certification agent is an individual, group, or organization responsible for conducting a
security certification, or comprehensive assessment of the management, operational, and
technical security controls in an information system to determine the extent to which the controls
are implemented correctly, operating as intended, and producing the desired outcome with
respect to meeting the security requirements for the system.

Compliance Team

The compliance team reviews and evaluates the method of implementation and effectiveness of
the bureau and office IT security programs within DOL

Control Author

The Control Author is the designated DOI-wide representatwe with the ability to author security
control content. o ,

Department Lead

The designated DOI-wide representative responsible for activating, editing, and deleting bureau
and office user accounts.

Information Owner

The information owner is an agency official with statutory or operational authority for specified
information and responsibility for establishing the controls for its generation, collection,
processing, dissemination, and disposal.

e
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The Information System: Owner (ISO) 18 respons1ble for updating the C&A package with:t-n- = . -
documentation on completed POA&M items (append approved verification form.); and in
coordination with the BCISO, the ISO is responsible for providing routine reviews and status
reports on corrective actions to the bureau CIO and AO, no less than quarterly.

Information System Security Officer

Information System Security Officer

The ISSO is responsible for ensuring the appropriate operational security posture is maintained
for an information system or program. In coordination with the ISO, the ISSO plays an active
role in developing and updating the system security plan (SSP) as well as in managing and.
controlling changes to the system and assessing the security impact of those changes. - - -

| OCIO Reviewer
The OCIO reviewer is responsible fo‘r.perfomﬁng' OCIO reviews for assigned SSPs and controls.
OIG Reviewer
The OIG reviewers are granted re;adfonly access to ali program and system-level POA&Ms.
POA&M Coordinator

The POA&M coordinator is responsible for entering updated POA&M and or POA&M data

from the System Owners or their designees and consolidating POA&M:s for quarterly submission
to the Cyber Security Division (CSD).

Primary Author

The Primary Author is the designated individual with the ability to make updates to all fields of

an SSP (e.g. system characteristics, boundary definition, requirements scoping). The Primary

Author also has the ability to assign control-level edit access and appendix and narratlve update
- access to him/herself and other users (e.g. Authors, Vahdators)

Program Manager

The Program Manager is responsible for updating the C&A package with documentation on
completed POA&M items (append approved verification form.); and in coordination with the
BCISO, the ISO is responsible for providing routine reviews and status reports on corrective
actions to the bureau CIO and AO, no less than quarterly.
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- Senior Agency Information Security Officer -

W
e
.

The-Senior Agency.information: Security Officer-or Department Chief Information: Security -

Officer is the DOI official responsible for carrying out the DOI Chief Information Officer IT
secunty and compliance responsibilities under FISMA.

SME -CM
The department has the ability to update the CM report card indicator for each bureau or office.
SME — Incident Response

The department has the ability to update the Incrdent Response indicators in the report card for
each bureau or office. - : .

SME — Training (Department)

The department has the ability to view and update Awareness and_ IT Professional Training
numbers for each bureau or office. -

The bureau or office has the ability to update reported training numbers for Awareness and IT
Professional Training.

SSP Reviewer
The SSP reviewer is granted read-only view to all SSPs in each assigned bureau or office.
User Representative

User representatives are responsible for the identification of mission/operational requirements
and for complying with the security requirements and security controls described in the system
security plan. User representatives are individuals that represent the operational interests of the

user community and serve as liaisons for that community throughout the life cycle of the
information system. '

Validator

The Validator is the designated individual with the ability to update only test results, but can be
given privilege to update cost, compliance description, and POA&Ms. The Validator can also
update narratives and appendices if assigned. The Validator will not be able to update most
fields of an SSP (e.g. system characteristics, boundary definition, requirements scoping).

G-5
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_ Bureaus and offices shaJl comply with the NIST Spec1al Publication 800-53, Revision 3
'Recommended Securzty Controls for Federal Information Systems, Identlﬁcatwn and’

authentication controls identified in the DOI IT Security Policy Handbook Version 3.1, March
18, 2008.

Before an account can be set up in CSAM a User Account Profile worksheet and a System
Profile worksheet must be completed. The worksheet format/layout tries to emulate what appears
within CSAM.

In the User Account Profile worksheet and the System Profile worksheet DOI has used the
comment feature to provide a wealth of additiorial detailed information. Cells with comments
are indicated by a small red triangle in the upper right corner of that cell. Comments are usually
immediately available as the document is completed online. Comments can usua]ly be. v1ewed
simply by placmg the cursor on that particular cell.

AAOs are responsible for all user accounts and systems under their jurisdiction through all -.

~ phases from creation, annual recertification, and inactivity to retirement. The AAOs (or thelr .'

duly authorized Representative) must notify their respective AM whenever anyone leaves,
transfers, or no longer needs access to CSAM in order to have their account disabled within two
business days of the event occurring.

Hard copy or fax of input, signatutes, etc. is acceptable however not preferred. The preferred
media is e-mail; this enables a more efficient method of maintaining a trail of evidence rather
than that of paper. Acknowledgements must be explicit. There can be no doubt about who is
acknowledgmg and what they are acknowledgmg Please remember that the AM must maintain
a trail of evidence for all actions taken. This is especially needed when unusual activities are

- requested. DOI personnel need to document the authorization as well as the justification for

those actions.

User Account

The User Account procedures are provided within the User Account Profile worksheet. CSAM
has a means by which the user inputs their personal profile information directly, however, the
process to authorize that account, role, and permissions as well as the user’s acknowledgement of
the DOI Rules of Behavior-(ROB) must still be handled manually. A basic CSAM integration
evolution within an enterprise involves the establishment of new user accounts. :

The worksheet provides procedures to effectively support the profiling of new users.so that
appropriately profiled new user accounts can be established efficiently and accurately.

The worksheet is divided into three parts:
Part A — User Information. This section identifies general items required such as the user’s

name, bureau or office name, whether the user is a Government Employee or Contractor and the
name of the authorizer of the account (e.g., System Owner) and systems to access.

G-6
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will be granted to bureau/office and department leads only.

Part B.— S*}éciai Access. This section identifies special access privileges for component (also.« -
known as bureau or office) users and department/headquarter users. Special access privileges

Ryt 4 Cnaibaes gp 4} .
SWILD Ut Shes Al UL

Component special access privileges provide:

* Access to bureau or office Report Card
* Access to bureau or office FISMA Reports
* Ability to give existing users access to component SSPs

'Department/Headquarter special access privileges provide:

* Access to Department Programs

+ * Access to Department Report Card "~

* Access to Depamnent FISMA Reports

* Ability to give existing users access to SSPs

* Ability to add SSPs

* Ability to update Report Card manual columns
* Ability to run Department POAM Report

Part C - Edit Privileges. This section 1dent1ﬁes actions that need to be taken once the 4
information and authorization of Parts A & B have been completed by the user or AAO and
inputted by the AM. For example, the name of the system(s) the user should have access to,
whether or not the system should be provided during the training phase of the migration process,

if the user is to have access to this system for production purposes after migration is complete, if
the user should be a/the Primary Author for the System's SSP. [This allows the user to add other
users to the SSP and assign them tasks]

The information for Parts A & B must be completed and submitted before the AM can perform
the requested action(s). Any and all incomplete forms will be returned to the submitter.

The user has limited ability to see their account profile information. Any changes to their account
profile information need to be made through the AM. After establishing the CSAM account, the
user then needs to be provided access to the systems requested. This can be accomplished by the
AM or by a bureau or office lead or Primary Author associated with that system. We prefer that
this be accomplished at the bureau or office level so that they are fully engaged with managing
their accounts, etc. For a new Primary Author or Author, this is accomplished by going into each
system and adding the new user under the “Assign Roles” user access list for that system. A
bureau or office lead automatically has access to all systems under that bureau or office. The
bureau or office lead should update the “Assign Roles” user access list for each system for
documentation purposes.
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Figure 3 User Profile Sheet

“The User Profile Sheet is embedded in the followmg logo. If you double click

“form will open. It can be saved to a separate file for future use.

% R

Final User Profile
Sheet 013008.xls

Systems, Components & Subcomponents

The System Profile worksheet identifies the information needed when a new system is added to

CSAM. This also serves to identify what system(s) a new account needs access to although the
System Owner should provide this access. This worksheet has two parts:

Part A- Identifies the basic information needed to establish a new system or identify which

system(s) a new account needs access to. For a nmew system, pay special attention to the
j comments in the Operational Status field.
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: # Once thé System has beenEstablished:by-thgidctions: dssociated withi Part ‘/A¥at least'one .
user w1th the Primary Author role shotld be ideritified who will be responsible for updating the '
.SSP for this system. The Primary ‘Author will be able to manage user access; to-this system and - - -
add and remove other Authors, and Validators. If they do not a]ready have a user account on the

system, a User Proﬁle Sheet must also be submitted by the user's account authorizer.

Incomplete forms may delay the processing of your request(s) Please choose your system
names and abbreviations carefully.

Typically this form is used for creating new systems. However, the comments also provide
information on retiring systems, adding components, subcomponents and other valuable
information.

55 Microsoft PowerPomnt - [System Profile Stieet {SPS) Charts 118

CSAM C3A Web System Profile
Plase mouse aver odis with red visngle is tppersigat u‘:mar!b?f.vdreem(ww’m.

Pait &

At laast one aser with the Primasy Author rofe showd be identiies biers who wilf be responibie forupdaing the SSPfor this systam: The Pomary
Authorwill be able to rsanags usar acoass (9 s sysiem and add and remave othar Prinary Authors. Aulors, and Yeitgnss if they dondt
already have & useraccounton the sysiem, a User Prfie Sheat must atso be subwitted by the user’s oot authonzer.

Fvigure 4 System Profile Sheet

The System Profile Sheet is embedded in the following logo. If you double click on the logo,the
form will open. It can be saved to a separate file for future use.

Final System Profile
013008.xls
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“with a rei)ort generated from the application that will be sent out for review and s1gnatu:e by’ the e
bureau or office AAO (CISO) or CISO designated Representative.

User Acedunt Auditing Procedures

All accounts are automatically locked after 90 days of 'mactivity Accounts can also be locked
manually by the AM, and a notation can be recorded in a comment field to indicate why the
account was locked.

A list of locked accounts is forwarded to the OCIO Client Representative for determination, in
conjunction with the bureau or office AO or AM, if the account is still required. If the account is

_ no longer needed, the account status is changed to “Inactive” and the account comments are
updated User capabilities are removed from accounts when they are retired or inactive for more
~than"90 days and a notation is entered in- the account profile. An eritry 1s then made to record.

e management ¢an then monitor that this’ Weekly aud1t activity is occurring™

Accounts with user admlmstratmn capab111t1es are rev1ewed ona quarterly basis to determine if
user administrator functions are still required. :
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- Definitions
1.

~and delete user accounts. Also provides ability to assign users to SSPs.

‘Account: A logical'representation of a usér in a system, which allows a user to gain.... -

access to the system. Examples of user accounts include the following: Microsoft Active

Directory Service accounts, UNIX accounts on individual servers, Oracle database
accounts, apphca’uon accounts, and accounts on devices such as LAN infrastructure
equipment.

Account Creation: The process of creating a new user account.

Account Disablement: The process of disabling a user account. Disabling a user
account does not completely remove the account. Rather, it prevents the user account

from: bemg used to gain access to the system.

Account Manager A role in the CSAM system that provides ab111ty to activate; edlt

Account Modification: The process of moving a user from one program office or bureau
to another. In such circumstances, an account is moved from one operating system level
user group to another.

Account Retirement: The process of disabling a user account for a user who has
departed an organization.

Author: A role in the CSAM system that will not be able to update most fields of an
SSP (e.g. system characteristics, boundary definition, requirements scoping), but can
update narratives and appendices that have been assigned. The Author can also update

control-level fields (e.g. compliance description, test results, POA &Ms) for those
controls that have been assigned.

Control Author: arole in the CSAM system that is the designated DOI-wide

Representative responsible for defining DOI specific controls for developing C&A
packages.

Department Lead: The de31gnated DOI-wide Representative responsible for actlvanng,
editing, and deleting bureau and office Account Manager user accounts.

10. Primarv Author: A role in the CSAM system that has the ability to make updates to all

fields of an SSP (e.g. system characteristics, boundary definition, requirements scoping),

H-1
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.. . canrassign centrol:level edit access. and appendix and narrative. update;access toself and ;. o <
_other users (e.g. Authors, Validators). -
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11. Transfer Account: The process of transferring a user account from one office to another
- office, within the same component. ~

12. Validator: A role in the CSMA system that will not be able to update most fields of an.
SSP (e.g. system characteristics, boundary definition, requirements scoping). Typically
individuals in this role update only test results, but can be given privilege to update cost,
compliance description, and POA&Ms. The Validator can also update narratives and

appendices if assigned.

RREs
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AppeﬁdiX I: CSAN Riile§ of Behaviox

Purpose

The purpose of this document is to explain the Rules of Behavior and requirements to all DOI
employees who use CSAM, as specified by OMB Circular A-130, the DOI IT Security Policy
Handbook, Version 3.1, March 18, 2008, and other related policies. DOI IT resources are the
property of the Federal Government and must be protected. Users’ access to computing
resources indicates a level of trust given to the employees by management and ultimately by
DOI. Users must be aware of and acknowledge their actions and their responsibilities when
using CSAM in accordance with these Rules of Behavior.

Scope

These Rules of Behavior apply to all employees and contractors who use CSAM. . All DOL

-employees who access CSAM that requires a user ID must be aware of their respons1b111t1es

and comply with these Rules of Behavior. o

Penalties for Non-Compliance

These Rules of Behavior are founded on the principles described in the DOI published

security policies and other regulatory documents such as the Code of Ethics for Government
Employees, OPM regulations, OMB regulations, and Standards of Conduct for Federal
Employees. Therefore, these rules carry the same responsibility for compliance as the official
documents cited above. DOI will apply penalties for noncompliance in a uniform and
consistent fashion regardless of race, sex, color, national origin, disability, religion, marital
status, grade level, or bargaining unit status of the personnel involved. Account Managers
must exercise sound and reasonable judgment in enforcing these Rules of Behavior. Penalties
will be assessed in a timely manner. DOI will enforce the use of penalties against any user
who willfully violates any DOI or Federal system security policy, including:

Official, written reprimands,
- Suspension of system privileges, - .. . R
Temporary suspension from duty,
Removal from current position,
Termination of employment; and
Possible criminal prosecution.

- General Requirements

The Rules of Behavior presented in this document highlight requirements from several laws,
policies, and best practices. These Rules of Behavior establish expected and acceptable
computing behaviors. Because written guidance cannot cover every contingency, users are
also asked to use sound judgment and the highest ethical standards in their decision making,.
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Access

Users shall access and use only mforma‘aon for which they have ofﬁc1a1 authonzanon The
following guidelines also apply

Follow established procedures for accessing mformatlon, including use of user
identification, user authentication, passwords, and other physical and logical
safeguards,

Follow established channels for requesting and d13semmat1ng information,

Access only those files, directories, and applications for which access authorization by
the system administrator has been granted,

Use government equipment only for approved purposes,

Do not give information to other employees or out51de individuals who do not have
access authonty, _

Do not use you: trusted posmon and access rights to explo1t system controls or access
' data for any te&5on other than in the perforiance of official dut1es and

Do not browse files (look t0"Se¢ what youi can access).

Accountability

Users are accountable for actions related to information resources entrusted to them.

- Behave inan ethlcally, technically proficient, informed, and trustworthy manner when. .

using systems,
Be alert to threats and vulnerabilities such as malicious programs and viruses,

Prevent others from using your accounts by using procedures such as the following:

* Log out or lock the screen when leaving the vicinity of your terminal or PC,

» Set a password on automatic screen savers, :

*  Help remedy security breaches, regardless of who is at fault; and

* Immediately notify the system administrator whenever there is a change in
your role, assignment, ot employment status and/or when access to the system
is no longer required.

Participate in IT security training and awareness programs,
- Do not install or use unauthorized software on DOI equipment, -

Comply with all software licensing agreements; do not violate Federal copyright laws,
Practice good citizenship when accessing external systems by complying with that
system’s rules of behavior; and

Read and understand banner pages and end user licensing agreements.

Integrity

Users must protect the integrity and quality of information.

12
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Review quality of information as it is collected, generated, and used to ensure that itis
accurate, complete, and up to date, :
Take appropriate trammg before using CSAM to learn how to correctly enter and
change data,
Protect information against viruses and similar malicious code by:

= Using virus detection and correction software, ‘

» Avoiding unofficial software, such as shareware and public domain software;

and -

= Discontinuing use of a system at the first sign of virus infection,

Never enter unauthorized, inaccurate, or false information into a system.

Availability

Computer systems and media must be protected from environmental factors such as fire,

water, heat, and food spills. They must also be protected from theft unauthorized alteratmn,
) and careless handling. :

Use physical and logical protective measures to prevent loss of ava11ab111ty of
information and systems, such as:
» Ensuring that there are backups of information for which you are responsible,
= Protecting systems and media where information is stored,
» Storing media in protective jackets, :
» * Keeping media away from devices that produce magnetic fields (such as
phones, radios, and magnets),
Follow contingency plans; and
Ensure that more than one individual knows where to find 1mportant information and
has access rights.

Passwords and User IDs

Users are responsible and accountable for any actions taken under their user ID.

Protect passwords from access by other individuals,

- Never give a password to another person (including your supervisor or a computer

support person); and
Do not ask anyone for their password.

Construct effective passwords in accordance with the DOI IT Securzty Policy
Handbook, Version 3.1, March 18, 2008.

Privileged Users

Privileged users are those with one or more of the following functions:

System administrators,
Departmen’cal CSAM Account Manager,
System engineers (those with cortrol of the operating system),

I3
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» Database administrators; and o
.- Those who control user-passwords and access levels

Privileged users must make an effort to notice the threats to and vulnérabilities of CSAM, call

these to the attention of management, and work to develop effective countermeasures. e

Privileged users will:

» Respond to security alerts and requests by the Department CISO,

« Protect the supervisor or root-level password at the highest level demanded by the
sensitivity of the system,

o Use special access pnvﬂeges only when they are needed to carry out a specific system
functlon,

" "o -Neveruse special pnvﬂeges for- personal busmess gain, or entertamment s .,-is.:

e Use precautionary procedures to protect a privileged account from fraudulent use,,

o Establish security measures to ensure integrity, confidentiality, and avaﬂablhty of

" information contained on the systems,

» Watch for signs of hacker activity or other attempts at unauthorized access,

o Assist with recovery activities and take appropriate action to reduce damage from
security violations,

o Alert the appropriate personnel when a system goes down or experiences problems
and

o Ensure that systems and data are properly backed up and that the conﬁguratlon is
adequately documented for recovery purposes. b

I acknowledge receipt of the Rules of Behavior, understand my responsibilities, and will
comply with the CSAM Rules of Behavior.

Signature Date

Note: Statement of aclmowledgement must be provzded to your bureau or office Account
Manager. '
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