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The Department of the Interior (DOI) Senior Agency Official for Privacy (SAOP), with assistance from key Department support areas, is responsible for developing the Department's Privacy Loss Mitigation Strategy in accordance with Office of Management and Budget (OMB) Memoranda on “Recommendations for Identity Theft Related Data Breach Notification,” issued on September 20, 2006[footnoteRef:1] and “Safeguarding Against and Responding to the Breach of Personally Identifiable Information (M-07-16),” issued on May 22, 2007.[footnoteRef:2]  Overall, this Privacy Loss Mitigation Strategy focuses on actions that the Department will take to safeguard personally identifiable information (PII)[footnoteRef:3] that it is maintained in various formats (e.g., paper, electronic, etc.) by the Department.[footnoteRef:4]   [1:  See http://www.whitehouse.gov/omb/memoranda/fy2006/task_force_theft_memo.pdf. ]  [2:  See http://www.whitehouse.gov/omb/memoranda/fy2007/m07-16.pdf (Hereinafter OMB M-07-16).]  [3:  Id at 1.  (“Personally identifiable information” is defined as “information which can be used to distinguish or trace an individual’s identity, such as their name, social security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as a date and place of birth, mother’s maiden name, etc.)]  [4:  This strategy supplements DOI Office of the Chief Information Officer Directive issued in September 2007 and titled, “Departmental Strategy to Safeguard Personally Identifiable Information and Reduce the Collection and Uses of Social Security Numbers," that addresses the departmental strategy safeguard personally identifiable information and social security numbers.] 


The Privacy Loss Mitigation Strategy addresses ways in which the Department can reduce the potential for harm from breaches involving PII and steps that will be taken if a breach occurs.  Detailed in this Strategy is a breach notification policy[footnoteRef:5] that incorporates the existing privacy and security requirements regarding PII that apply to all Federal information and information systems.[footnoteRef:6]  This Strategy further outlines the existing and new requirements for reporting and handling incidents of breach involving PII.  In addition, this Strategy addresses the responsibilities and duties of Departmental personnel that are authorized to access PII. [5:  See OMB M-07-16 at 1. (According to OMB M-07-16, in the breach notification policy that agencies are required to develop and implement, “the term ‘breach’ is used to include the loss of control, compromise, unauthorized disclosure, unauthorized acquisition, unauthorized access, or any similar term referring to situations where persons other than authorized users and for an other than authorized purpose have access or potential access to personally identifiable information, whether physical or electronic… ‘access’ means the ability or opportunity to gain knowledge of personally identifiable information.”)   ]  [6:  Id. (The security requirements referred to OMB M-07-16 are requirements established by the Federal Information Security Management Act (FISMA) of 2002 and apply to Federal information and information systems.)] 


This Strategy is provided in three major sections as follows:  (1) an overview addressing the design of the Strategy; (2) the Privacy Loss Mitigation Strategy; and (3) External Breach Notification policy. 
[bookmark: _Toc178074721]Document Organization
1. Design of the privacy loss plan that this document records, includes information about the overall structure of the Privacy Loss Mitigation Strategy at DOI and Bureau/ Office roles.  

2. General responsibilities of the individual Department support teams that together form the Interior Identity Theft Task Force, emphasizing functional roles and preparation responsibilities.  

3. External breach notification policy of individuals affected, and third parties when applicable, of a breach involving PII.  

4. Recovery actions for the Department support teams and important checklists such as the notification list for a breach and an inventory of resources required for response.  
[bookmark: _Toc178074722]Intended Audience 
This document addresses several groups within Interior by detailing the various internal controls and the types of responsibilities related to the protection of PII.  These groups include: 

· Administrative and Policy teams
· Interior and Bureau Identity Theft Task Forces 
· Bureau and Office Information Technology Security and Privacy Programs 
· Interior Incident Response Program Offices


[bookmark: _Toc178074723]2.0 Design of the Strategy 
[bookmark: _Toc178074724]2.1 Overview of the Privacy Loss Mitigation Strategy 
DOI increasingly depends on computer-supported information processing and telecommunications.  This dependency will continue to grow with the trend toward decentralizing information technology to individual organizations within DOI.  The increasing dependence on computers and telecommunications for operational support, combined with an increasing amount of information being collected by government systems, poses a potential risk of significant loss of privacy information that seriously impacts the operations of the Department.  

Interior recognizes the potentially significant risks associated with the loss of privacy information.  The potential for significant impact to affected individuals necessitates that Interior develop and maintain a plan that mitigates the risk of damage resulting from a loss of privacy information.  The Department's Privacy Loss Mitigation Strategy is designed to reduce the risk and impact of a breach involving PII by ensuring the implementation of appropriate safeguarding measures and the development and implementation of policies for breach notification and appropriate handling of PII.   

The Privacy Loss Mitigation Strategy identifies the critical functions of DOI and the resources required to support them.  This Strategy provides guidelines for ensuring that necessary personnel and resources are available both to prepare for and respond to a breach.  This Strategy also details the proper steps that will be taken to permit the timely notification of individuals impacted by breaches of PII.  
[bookmark: _Toc178074725]2.2 Identity Theft Task Force
This Privacy Loss Mitigation Strategy specifies the responsibilities of the Interior Identity Theft Task Force (ITTF) and the Bureau/Office Identity Task Forces (BITTFs) in safeguarding PII collected, used and maintained by the Department.  The mission of the ITTF is to provide advance planning, policy, breach incident coordination and guidance regarding the actual and potential breaches of PII within the custody of the Department.  The ITTF will meet on an ad hoc basis to address incidents of breach and to update this Strategy pursuant to newly issued memoranda from OMB, Office of Personnel Management (OPM)[footnoteRef:7] or pursuant to the Federal Information Security Management Act (FISMA) which require agency action.  The ITTF will be comprised of the following DOI officials[footnoteRef:8]: [7:  See OPM Memorandum “Guidance on Protecting Federal Employee Social Security Numbers and Combating Identity Theft,” issued June 18, 2007 at http://www.chcoc.gov/Attachments/trans847.pdf.    ]  [8:  See OMB Memorandum, “Recommendations for Identity Theft Related Data Breach Notification,” issued September 20, 2006 at http://www.whitehouse.gov/omb/memoranda/fy2006/task_force_theft_memo.pdf. ] 


· Senior Agency Official for Privacy (SAOP) (Acts as Chairperson or designates an alternate as the Chairperson)
· Departmental Privacy Officer
· Chief Information Officer (CIO)
· Chief Financial Officer (CFO)
· Solicitor
· Inspector General (IG)
· Chief Information Security Officer (CISO)
· Legislative Affairs Officer

The membership of the BITTFs will be determined by bureau CIOs but must include:

· Bureau/ Office Chief Information Officers
· Bureau/ Office Privacy Officers
· Bureau/ Office IT Security Managers

In the event of a breach, the Interior ITTF serves as liaison and decision making body between the functional area(s) affected and other organizations and BITTFs.  As BITTFs are established, thresholds will be defined by the Department to determine any significant breaches that will be elevated to the Departmental level.[footnoteRef:9]  Liaison services include the support provided by DOI Computer Incident Response Center (DOI-CIRC) incident response teams, Office of the Inspector General (OIG), Office of Management and Budget (OMB), United States Congress, and public information dissemination handled by Public Affairs, among others.  Attached to this Strategy is a Charter establishing the Interior ITTF.  Bureaus and offices may use this Charter as a template for establishing their BITTFs.   [9:  Regardless of the Task Force level of review, all instances in which an individual gains logical or physical access without permission to a federal agency network, system, application, data, or other resource or if there is a suspected or confirmed breach of PII regardless of the manner in which it might have occurred must be reported to the US-Computer Emergency Readiness Team (US-CERT) – (see Section 3.7 of this Strategy for those reporting guidelines). (See OMB Memorandum, “Recommendations for Identity Theft Related Data Breach Notification,” issued September 20, 2006 at http://www.whitehouse.gov/omb/memoranda/fy2006/task_force_theft_memo.pdf.)] 

[bookmark: _Toc178074726]2.3 Assumptions 
This Strategy is predicated on the validity of the following three assumptions: 

1. The situation that causes the breach of PII of data is localized to Interior systems, for which Interior is wholly responsible.  It is not a general loss, such as a compromise of a commercial entity like “ChoicePoint”, a leading provider of identification and credential verification services for business and government, which affects a broader category of entities that includes DOI.  (It should be noted however, that the Strategy will still be functional and effective even in a general loss circumstance.)

2. This Strategy reflects the changing environment and requirements of DOI.  Therefore, it requires the continued allocation of resources to maintain it and to keep it in a constant state of readiness.

3. The notification required by the Strategy may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation.  The notification required by this section shall be made after the law enforcement agency determines that it will not compromise the investigation.
[bookmark: _Toc178074727]2.4 Development 
Interior’s Senior Agency Official for Privacy (SAOP), with assistance from key Department support areas, is responsible for developing the Department's Privacy Loss Mitigation Strategy.  Development and support of individual Bureau Privacy Loss Mitigation Strategies are the responsibility of the functional area planning for recovery.  
[bookmark: _Toc178074728]2.5 Maintenance 
Ensuring that the Strategy reflects ongoing changes to resources is crucial.  The Interior ITTF is responsible for maintaining this document.  Such maintenance includes routine updates and revisions to the Strategy pursuant to future memoranda and policy requirements as determined by Federal entities such as OMB, OPM, etc., with regard to PII, testing the updated Strategy, and training personnel and to define thresholds for significant breaches as they are to be reviewed by the ITTF.  

Quarterly and Annual Reviews

In addition to updating and revising the Strategy to comply with any applicable, newly implemented Federal guidelines, the Interior ITTF will review the Strategy on a quarterly basis (synchronized with the FISMA Quarterly reporting schedule) to ensure that it adequately addresses Departmental issues concerning breaches of PII.  Revisions will be distributed to Bureau/ Office Chief Information Officers and Bureau ITTF Leads.  The Senior Agency Official for Privacy (SAOP) will request an annual status report on Privacy Loss Mitigation planning from the Interior ITTF. 
[bookmark: _Toc178074729]2.6 Testing 
Testing the Privacy Loss Mitigation Strategy is an essential element of preparedness – hence, partial tests of individual components and mitigation plans of specific Bureau/ Office teams may be expected to be carried out on a regular basis.  A comprehensive exercise of our Privacy Loss Mitigation capabilities and support will be performed on an annual basis.  
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3.0 Privacy Loss Mitigation Strategy

The Department of the Interior promotes ethical standards of conduct and encourages all members of its workforce and the workforce of its affiliated entities to honor the privacy rights of individuals, including compliance with the Privacy Act of 1974.  The Privacy Loss Mitigation Strategy pertains specifically to a breach involving PII.[footnoteRef:10]   [10:  See footnote 3 for the OMB Memorandum 07-16 definition of PII.  ] 


In order to help prevent a breach of PII, there are a number of steps that personnel can take to better safeguard PII.  For example, any individual overhearing a conversation openly discussing, and either intentionally or unintentionally disclosing, PII related to a third party or other sensitive agency information where unauthorized individuals have the potential to overhear that information, should politely remind all involved parties that the discussion is in violation of Departmental policy regarding the protection of PII and sensitive agency information.  The person overhearing this conversation should then report the occurrence to their Bureau/Office Privacy Officer for resolution and follow-up as appropriate.  In other cases where documents containing PII are discovered in a public place, they should be returned to the Bureau/ Office Privacy Officer.  Also, one should take steps to physically secure or lock up an area or equipment with accessible PII.

In the event that a breach does occur, however, procedures are required to adequately address that situation.  According to DOI- Computer Incident Response Center (CIRC) procedures (as defined more specifically in this Strategy, Sections 3.5 and 3.6), a party that detects or suspects an unauthorized disclosure or acquisition of PII, must first immediately report the incident to (a) the appropriate Bureau/Office Privacy Office in question, as well as the immediate supervisor (b) the Bureau IT Security Manager (BITSM), and (c) the relevant BITTF Lead.  The Bureau/Office CIO and BITTF will then report this incident to the Departmental Privacy Officer and Interior ITTF Lead.  All incidents involving PII will be investigated independently.  If confirmed, the Department will recommend corrective actions and sanctions, and will try to mitigate, to the extent possible, any harmful effect of a confirmed incident.  

The Bureau/ Office ITTF’s will make reasonable efforts to notify affected persons if it is determined that there has been a breach involving their PII. (See Section 4.0, External Breach Policy and Appendix C of this Strategy for sample notifications to individuals affected by the breach.)  In all cases, the relevant bureaus, offices, or other departmental units from which the PII was acquired will be responsible for the costs and labor associated with notifying affected persons.

As noted before, as Bureau ITTFs are established, thresholds will be defined by the Department to determine those significant breaches that will be elevated to the Departmental level.  As noted in Section 2.5 “Maintenance”, routine updates and revisions to this Strategy may be made to further refine these distinct functions.

This section addresses the following phases associated with addressing PII loss: 

· Reporting
· Investigating
· Responding
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Under existing law, executive orders, regulations, and policy, agencies must comply with a number of privacy and security requirements to appropriately safeguard PII.[footnoteRef:11]  In particular, pursuant to the Privacy Act of 1974[footnoteRef:12], existing privacy requirements include the following: [11:  OMB M-07-16, Attachment 1.]  [12:  5 U.S.C. § 522a.] 


· Establishing Rules of Conduct “for persons involved in the design, development, operation, or maintenance of any system of records, or in maintaining any record, and instruct each such person with respect to such rules and the requirements of the [Privacy Act], including any other rules and procedures adopted pursuant to the [Privacy Act] and the penalties for non-compliance”[footnoteRef:13]; [13:  5 U.S.C. § 522a(e)(9).] 


· Establishing “appropriate administrative, technical, and physical safeguards to insure the security and confidentiality of records and to protect against any anticipated threats or hazards to their security or integrity which could result in substantial harm, embarrassment, inconvenience or unfairness to any individual on whom information is maintained”[footnoteRef:14];   [14:  5 U.S.C. § 522a(e)(10).] 


· Maintaining PII in a system of records (including through the use of notices to the public), and other information considered PII in a manner that is accurate, relevant, timely and complete including through the use of notices to the public[footnoteRef:15]; and [15:  5 U.S.C. § 522a(e)(4); See also OMB Memorandum 07-16 for definition of PII. ] 


· Ensuring that personnel responsible for handling, collecting or accessing PII maintained in Privacy Act Systems of records is fully aware that the Privacy Act prohibits the disclosure of any record in a system of records by any means of communication to any person or agency without the written consent of the subject or individual unless the disclosure falls within one of the twelve statutory exceptions.  Other PII not maintained in Privacy Act systems should be handled according to OMB safeguards and requirements.  

Existing Requirements – OMB Memorandum M-07-16

Existing security requirements with which agencies have been required to comply include the following: 

· Assigning an impact level to all information and information systems following the processes outlined in the Federal Information Processing Standard (FIPS) 199, “Standards for Security Categorization of Federal Information and Information Systems,” which categorizes all information and information systems using three levels of impact (i.e., low, moderate, or high).  Agencies should generally consider categorizing sensitive PII (and information systems in which such information resides) as moderate or high impact[footnoteRef:16];     [16:  OMB M-07-16, Attachment 1(B)(2)(a).  ] 


· Implementing minimum security requirements and minimum (baseline) controls set forth in FIPS 200, “Minimum Security Requirements for Federal Information and Information Systems,” and National Institute for Standards and Technology (NIST) Special Publication 800-53, “Recommended Security Controls for Federal Information Systems”;

· Certifying and accrediting (C&A) all information systems supporting the operations and assets of the agency, including those provided or managed by another agency, contractor or other source[footnoteRef:17];    [17:  44 U.S.C. § 3544(b).] 


· Training employees, including managers on their privacy responsibilities before permitting access to agency information and information systems.  Thereafter, agencies must provide at least annual refresher training to ensure employees continue to understand their responsibilities.  Additional or advanced training must be provided commensurate with increased responsibilities or change in duties.  Both initial and refresher training must include acceptable rules of behavior and the consequences when the rules are not followed.  For agencies implementing telework and other authorized remote access programs, training must also include the rules of such programs.
  

New Requirements – OMB Memorandum M-07-16

In order to appropriately safeguard PII and Social Security numbers (SSNs) that an agency collects or maintains, there are new privacy and security requirements with which agencies are expected to comply.[footnoteRef:18]  These new requirements include: [18:  See OMB M-07-16, Attachment 1(B) and (C).] 


· Reviewing current holdings of all PII and ensure, to the maximum extent practicable, such holdings are accurate, relevant, timely, and complete, and reduce them to the minimum necessary for the proper performance of a documented agency function.

Following an initial review, agencies must develop and make public a schedule by which they will periodically update the review of their holdings.  This schedule may be part of an agencies annual review of and any consolidated publication of minor changes of Privacy Act systems of records notices.

· Reducing the use of Social Security Numbers (SSNs) in agency systems and programs and identify instances in which collection or use of the SSNs is superfluous.  Agencies must also explore alternatives to use of SSNs as personal identifiers for Federal employees and in Federal programs (i.e. data calls, surveys, etc.).

· Ensuring that an agency is able to respond in a timely and effective manner in accordance with the Privacy Act[footnoteRef:19], agencies should publish a routine use for appropriate systems to specifically allow for disclosure of information in connection with response and remedial efforts in the event of a data breach.[footnoteRef:20]   [19:  5 U.S.C. § 522a(b)(3).]  [20:  See OMB Memorandum M-07-16, Attachment 2, B.2. ] 



Interior and other agencies continue to be responsible for implementing existing security policies and National Institute of Standards and Technology (NIST) guidance.  Pursuant to OMB memoranda, M-06-16, “Protection of Sensitive Agency Information” and OMB Memorandum M-07-16, “Safeguarding Against and Responding to the Breach of Personally Identifiable Information,” the following are five security requirements that Interior is responsible for implementing:

· Encryption- using only NIST certified cryptographic modules encrypt all data on all mobile computers and devices that carry sensitive data (non-sensitive data should be designated as such in writing by the Deputy Secretary or their designee – currently delegated to the Department’s CIO and may not be delegated further);

· Control Remote Access- Allow remote access only with two-factor authentication where one of the factors is provided by a device separate from the computer gaining access;

· Time-out function- Use a “time-out” function for remote access and mobile devices requiring user re-authentication after thirty minutes of computer inactivity;

· Log and Verify- Log all computer-readable data extracts from databases holding sensitive information and verify each extract, including whether sensitive data has been erased within 90 days of its use is still required; 

· Ensure Understanding of Responsibilities- Ensure all individuals with authorized access to personally identifiable information and their supervisors sign at least annually a document clearly describing their responsibilities; and  

· Establishing Agency wide best practices- informing employees of Agency’s low tech safety measures they can use to ensure protection of PII (such as using privacy screens when working outside the office or packing laptops in carry-on luggage rather than checked baggage when traveling).     
[bookmark: _Toc178074732]3.2 Rules and Consequences 
Neither the Department of the Interior, nor any of its employees or business associates, shall discipline, or take any other adverse personnel action against an employee for: 

· Reporting a violation or suspected violation of any federal, state, or local law, rule or regulation committed by an employee or business associate of the Department; or

· Participating in an investigation, hearing, or other inquiry conducted by any agency of the federal government.

Members of DOI’s workforce who fail to comply with the Department’s privacy policies and procedures or with the requirements of federal privacy regulations will be disciplined in accordance with the Department of the Interior’s normal disciplinary procedures, up to and including termination of employment.  (See DOI Personnel Management Departmental Manual Section 370 DM 752 [Appendix B(2)]; “Discipline and Adverse Actions”, ; DOI Privacy Act Manual Section, 383 DM 9.7, “Employee Handling of Privacy Act Records” and 5 U.S.C.  § 552a(i)(1)).

Members of DOI’s affiliated entities’ workforce who fail to comply with applicable DOI privacy policies and procedures or with the requirements of federal privacy regulations will be disciplined in accordance with that entity’s normal disciplinary procedures, up to and including termination of employment.  (See DOI Personnel Management Departmental Manual Section 370 DM 752 [Appendix B(2)] ,“Discipline and Adverse Actions,”; DOI Privacy Act Manual Section, 383 DM 9.7, “Employee Handling of Privacy Act Records” Investigations and Disciplinary Action: The Senior Agency Official for Privacy or designee monitors investigations and corrective actions performed by the Bureau/Office in which the incident occurred.  The SAOP may recommend sanctions in consultation with the ITTF and BITTFs for confirmed violations. 
 
In deciding what action to take for violations of this policy, the following factors are considered: 
· The nature of the violation, 

· The severity of the violation, 

· Whether the violation was intentional or unintentional, and

· Whether the violation indicates a pattern or practice of improper use or disclosure of PII.  

Depending on the circumstances and impact of the violation, corrective action may include verbal warning, reprimand, suspension, removal, or separation from employment in accordance with applicable law and agency policy.  As noted in Section 2.5 “Maintenance,” routine updates and revisions to this Strategy may be made to further refine distinct actions with relation to the categories above as further policies evolved with regard to protection and mitigation of PII. 

All privacy-related sanctions that are applied by the Department of the Interior will be documented in the employee’s personnel file.  
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The Interior ITTF provides overall direction to the Bureau and Office Information Technology Security and Privacy Programs (ITSPPs) and provides support to assist offices and bureaus impacted by a breach as well as sharing information concerning common vulnerabilities and threats with those operating other systems and in other agencies.  These ITSPP teams work to mitigate problem conditions and provide assistance at the Department level during the initial stages of a breach involving PII.  For breaches, the team reports directly to the DOI-CIRC, and evaluates the initial status of the breach, and estimates both the severity of the incident and its potential for harm.  

Bureau and Office ITSPPs are required to respond to a breach, or to a problem that could evolve into a breach, by: 

1. Detecting and determining a breach condition for their respective community;
2. Immediately notifying DOI -CIRC, the OIG, and other applicable parties of a potential breach;
3. Initiating the Department's Privacy Loss Mitigation Strategy; 
4. Following ITTF guidance on significant breaches; 
5. Disseminating ITTF approved and appropriate Public Information and Notifications; and
6. Providing support services to aid recovery.  

[bookmark: _Toc178074734]3.4 Types of Breaches: Incidental, Accidental, and Intentional
The personnel responsible for the maintenance, safeguarding and handling of PII should be aware that there are different types of breaches that involve PII.  These types of breaches include:
 
· Incidental Disclosures: Unintentional disclosures of PII that occur as a result of the normal course of business, and which are incidental to an otherwise permitted use or disclosure of the information.  

If a member of the workforce is taking reasonable precautions, and another individual happens to see or overhear PII that the workforce member is using, the workforce member will not be held liable for that disclosure.  

Reasonable precautions include: 

· Keeping one’s voice low while discussing information; 

· Moving to as private a location as possible while using information; and

· Keeping PII in paper and electronic formats covered or otherwise inaccessible to those who do not have authorization or a legitimate need to know the information.  

Incidental disclosures are not considered Privacy Incidents 
and do not usually need to be reported.  However, members of the workforce should use professional judgment in assessing the potential outcome(s) of an incidental disclosure and report any disclosures that may result in a fraudulent or criminal misuse of the information or have a negative impact on the Department of the Interior or its affiliated entities.  

· Accidental Disclosures: Unintentional disclosures of PII that is maintained in Privacy Act systems of records and other instances that apply to the definition of PII as detailed in OMB Memorandum M-07-16 and that occur as a result of carelessness and/or failure to follow established policies and procedures, but without malicious or premeditated intent.  

All members of the workforce are required to acknowledge and report known and suspected accidental disclosures of PII immediately:

· So that the situation can be investigated and damage minimized or averted; and 

· The circumstances that led to the disclosure can be avoided to prevent further similar disclosures.  

Accidental disclosures are considered Privacy Incidents and must be reported immediately to the BITSM, bureau Privacy Officer, and DOI-CIRC.  Examples of accidental disclosures include, but are not limited to:
 
· Disclosure of PII to a person requesting the information without verifying the person’s identity and authority first.
  
· Leaving PII materials unattended in a public area: unable to retrieve or find them after the fact.
  
· Disposing of intact PII documents or electronic media in regular waste receptacles.  (e.g., without shredding hardcopy documents or appropriately sanitizing media.) 

· Leaving a message that contains PII on an answering machine.  

Members of the workforce should assist in correcting or recovering from a disclosure ONLY if instructed to do so by the ITTF, or its assigned agents.
  
· Intentional Disclosures: Disclosures of PII that occur as a result of deliberate and/or pre-meditated disregard of established policies and procedures, with or without malicious intent.  

All members of the workforce are obligated to report any known and suspected intentional disclosures of PII immediately.  Examples of intentional disclosures include, but are not limited to:

· Gaining access to PII by deliberately circumventing security measures, by using someone else’s password, or by other fraudulent means; 

· Disclosing PII to unauthorized persons; 

· Disclosing PII with intent to harm others by, or to profit personally from, the disclosure; or

· Compiling and saving unencrypted PII on portable computers or computer media.  

Intentional disclosures are Privacy Incidents and will result in disciplinary action and the application of sanctions by the Department, and may also result in personal liability, either in civil or criminal legal action.

When a Breach Occurs

When a breach occurs, the following 5 major actions are required (individual steps are explained in each of the sections that follow):
	(a)	Detection (See Section 3.5)
	(b) 	Reporting – Requirements and Procedures (See Sections 3.6 and 3.7) 
	(c)	Assessing (See Sections 3.9 to 3.14)
	(d) 	Completing Mitigation and Notification as needed (See Section 3.15)
	(e)	Review of Lessons Learned (See Section 3.16)
[bookmark: _Toc178074735]3.5 Detection of a breach
A confirmed or suspected breach can be detected by various personnel and in the various organizations of the Department (refer to the breach incident reporting procedures in sections 3.7 and Appendix D of this document).  The detection of a breach or an event which could result in a breach affecting information processing systems at DOI is the responsibility of Bureau and Office Information Technology Security and Privacy Programs (ITSPPs), bureau and office incident response teams, or whoever first discovers or receives information about a breach involving PII.

Bureau Information Technology Security Programs (BITSPs) and Information Reduction Teams (IRTs)[footnoteRef:21] will follow existing procedures if they detect or suspect a breach, and notify the BITSM, Bureau/Office Privacy Officer and BITTF when reporting all privacy breach conditions.   [21:  For a detailed description of the duties of the Information Reduction Teams, see OCIO Directive issued September 2007 and entitled “Departmental Strategy to Safeguard Personally Identifiable Information and Reduce the Collection and Uses of Social Security Numbers.” ] 


Next, the BITSM, in consultation and coordination with the Bureau Privacy Officer and BITTF Lead, will notify the DOI-CIRC of the incident, monitor the evolving situation, and if appropriate, will then proceed according to a predefined set of notification parameters.  While the BITTF Lead will oversee the notification process of individuals affected by the breach, the Bureau/Office, or other Department unit from which the information was acquired will be responsible for the costs and labor associated with notifying the affected persons.  

Normally, DOI-CIRC and the Office of the Inspector General (OIG) receive the initial notice through their situational awareness monitoring capability (DOI-CIRC Portal and DOI Watch Office).  When a breach occurs that has resulted or could result in a loss of privacy information, the following people must be notified: 

· Supervisor of the party that detected the breach
· Bureau/Office IT Security Manager
· Bureau/Office Privacy Officer
· Bureau/Office Identity Theft Task Force
 
Disclosures by whistleblowers: Neither the Department, nor any of its workforce members, affiliated entities, or business associates shall be deemed to have violated the requirements of federal privacy regulations if the individual or entity:

· Reports immediately unlawful conduct or suspected unlawful conduct which creates and presents a substantial and specific danger to the public's health, safety or welfare; and

· Has a good faith belief that the Department or its workforce members, affiliated entities, or business associates have engaged in conduct which violates professional or clinical standards or Department rules or policies; or

· Discloses information to: 

· An agency or public authority authorized by law to investigate or otherwise oversee the relevant conduct or conditions of the Department, or to an appropriate accreditation organization for the purpose of reporting the allegation of failure to meet professional standards; or misconduct by the Department, its employees or business associates; or 

· An attorney retained by, or on behalf of, the workforce member or business associate for the purpose of determining the legal options of the workforce member or business associate with regard to the conduct described above.  
[bookmark: _Toc178074736]3.6 Requirements for reporting breaches of PII
After a breach is detected through the steps noted above, it is imperative that a reporting of the breach take place prior to assessment of the incident.  This Section of the Strategy provides guidance on the reporting requirements, which Section 3.7 provides information on the procedures for reporting.  Assessment is addressed further starting with Section 3.9.   
 
There are a number of existing requirements with which agencies must comply regarding breaches of PII.  Pursuant to the Federal Information Security Management Act (FISMA), agencies must:

· Implement procedures for detecting, reporting and responding to security incidents, including mitigating risks associated with such incidents before substantial damage is done.

· Notify and consult with Federal information security incident center, law enforcement agencies, Inspectors General, an office designated by the President for any incident involving a national security system, any other agency or office in accordance with law or as directed by the President.

· Implement NIST guidance and standards.[footnoteRef:22] [22:  The procedures agencies must currently use to implement the above FISMA requirements are found in two primary guidance documents: National Institute for Standards and Technology (NIST) Special Publication 800-61, Computer Security Incident Handling Guide and the concept of operations for the Federal security incident handling center located within the Department of Homeland Security, i.e., United States Computer Emergency Readiness Team (US-CERT) (See 44 U.S.C. § 3546).   ] 


Agencies must also develop incident handling and response mechanisms that would enable them to respond in a manner protecting both its own information and help to protect the information of others who might be affected by the incident.  To meet this requirement, Agencies must establish formal incident response mechanisms.  To maximize effectiveness, incident handling and response must also include sharing information concerning common vulnerabilities and threats with those operating other systems in other agencies.  All employees must be trained on how to prevent incidents and their roles and responsibilities regarding responding to incidents that may occur.   
[bookmark: _Toc178074737]3.7 Breach Incident Reporting and Handling Procedures[footnoteRef:23]   [23:  This strategy applies to employees, contractors and other personnel in public-private partnership in an operating system.  ] 

For breaches involving protected health information (PHI) or PII, all employees, contractors, volunteers, and official visitors, who are employed by or otherwise associated with the Department of the Interior’s components and affiliated entities, are obligated to report any known or suspected violations or breaches of PII to their immediate supervisor, the BITSM, their Bureau/Office Privacy Officer and law enforcement if a data management device is lost or stolen.

In instances of a breach (both potential and confirmed) involving PII, the party that detects the breach must: 

· Take immediate steps to secure the affected system.  Follow your bureau’s specific information security procedures.  

· Report the breach immediately, along with your contact information, to your supervisor, your Bureau Information Technology Security Manage (BITSM), and the bureau or office Privacy Officer. (If a computer or other data management device is lost or stolen, the BITSM or their designee, in coordination with the bureau or office Privacy Officer, and in consultation with the individual reporting the incident, must immediately complete an incident report and submit it to DOI-CIRC- See Appendix A of this Strategy.)

· Include the date, time and location of the incident, the nature of the violation, the type of PII involved, other persons involved, any immediate harm known or observed, and immediate corrective actions already taken.  (See Appendix A of this Strategy for copy of the “Missing IT Asset Impact Analysis Form.”)

Once the party detecting the breach has notified his/her supervisor, Bureau/Office Privacy Officer and BITSM, the flowing procedures are to be followed:

· The BITSM must notify the DOI-CIRC of the breach incident.

· DOI-CIRC must then notify US- Computer Emergency Readiness Team (US-CERT) within one hour of detection or discovery of the breach where an individual gains logical or physical access without permission to a federal agency network, system, application, data, or other resource or if there is a suspected or confirmed breach of PII regardless of the manner in which it might have occurred.[footnoteRef:24]   [24:  Bureau/Office specific bank and financial notification procedures for breach incidents involving government-authorized credit cards pursuant to OMB Memorandum M-07-16 will be included with this Strategy as they evolve.  ] 


· The BITSM will notify the Bureau/Office Privacy Officer and the BITTF Lead.

· The BITTF Lead must notify the Department Privacy Officer of the breach incident and the Interior ITTF Lead.  Depending on the severity of the incident the Senior Agency Official for Privacy will convene the Interior ITTF.

· The BITTF must recommend corrective action and sanctions to Bureau Managers who are responsible for implementing the recommendations 

[bookmark: _Toc157913581][bookmark: _Toc157914036][bookmark: _Toc157937563][bookmark: _Toc157937809]Based on the nature and level of severity of the violation, and any history or pattern of previous violations, disciplinary action will be taken up to and including dismissal, in accordance with applicable Laws and/or rules, regulations, and policies, as appropriate.

If, after investigation, the BITTF determines that notification of affected persons or mitigation is reasonably required, persons involved in the incident may be asked to assist with the notification process and/or in mitigating the harmful effects (see Section 4.0 of this Strategy, External Breach Notification).  

[bookmark: _Toc157913589][bookmark: _Toc157914044][bookmark: _Toc157937571][bookmark: _Toc157937817][bookmark: _Toc157913590][bookmark: _Toc157914045][bookmark: _Toc157937572][bookmark: _Toc157937818][bookmark: _Toc157913591][bookmark: _Toc157914046][bookmark: _Toc157937573][bookmark: _Toc157937819][bookmark: _Toc157913592][bookmark: _Toc157914047][bookmark: _Toc157937574][bookmark: _Toc157937820][bookmark: _Toc157913593][bookmark: _Toc157914048][bookmark: _Toc157937575][bookmark: _Toc157937821][bookmark: _Toc157913594][bookmark: _Toc157914049][bookmark: _Toc157937576][bookmark: _Toc157937822][bookmark: _Toc157913597][bookmark: _Toc157914052][bookmark: _Toc157937579][bookmark: _Toc157937825][bookmark: _Toc157913600][bookmark: _Toc157914055][bookmark: _Toc157937582][bookmark: _Toc157937828][bookmark: _Toc157913602][bookmark: _Toc157914057][bookmark: _Toc157937584][bookmark: _Toc157937830][bookmark: _Toc157913604][bookmark: _Toc157914059][bookmark: _Toc157937586][bookmark: _Toc157937832][bookmark: _Toc157913605][bookmark: _Toc157914060][bookmark: _Toc157937587][bookmark: _Toc157937833][bookmark: _Toc157913606][bookmark: _Toc157914061][bookmark: _Toc157937588][bookmark: _Toc157937834][bookmark: _Toc157913607][bookmark: _Toc157914062][bookmark: _Toc157937589][bookmark: _Toc157937835][bookmark: _Toc157913610][bookmark: _Toc157914065][bookmark: _Toc157937592][bookmark: _Toc157937838][bookmark: _Toc157913612][bookmark: _Toc157914067][bookmark: _Toc157937594][bookmark: _Toc157937840][bookmark: _Toc157913618][bookmark: _Toc157914073][bookmark: _Toc157937600][bookmark: _Toc157937846][bookmark: _Toc157913619][bookmark: _Toc157914074][bookmark: _Toc157937601][bookmark: _Toc157937847][bookmark: _Toc157913622][bookmark: _Toc157914077][bookmark: _Toc157937604][bookmark: _Toc157937850][bookmark: _Toc157913623][bookmark: _Toc157914078][bookmark: _Toc157937605][bookmark: _Toc157937851][bookmark: _Toc157913624][bookmark: _Toc157914079][bookmark: _Toc157937606][bookmark: _Toc157937852][bookmark: _Toc178074738]3.8 Incident Response Checklist
After a breach is detected and reported, there are additional steps that must be followed.  The “checklist” below provides an outline so that these critical steps can be completed successfully.  The assessment process includes several key elements, specified in Sections 3.9 through 3.14 prior to the mitigation and external notification processes.  

Upon notification of a breach incident, the BITTF will convene and determine appropriate responses.  These activities will follow the steps outlined below.   Further details on each step are provided in the sections below:  

· Perform Initial Assessment of Incident
· Confirm Completion of Appropriate Internal Notifications
· Confirm Involvement of Appropriate Personnel
· Determine Exact Nature of Information Loss
· Analyze Information Loss to Determine Potential Impacts
· Determine Mitigation Plan of Action
· Determine External Notification Plan of Action (see Section 4.0 of this Strategy)
· Complete Mitigation and External Notification Activities (See Section 4.0 and Appendices B and C of this Strategy)
· Review Lessons Learned 
[bookmark: _Toc178074739]3.9 Perform Initial Assessment of Incident
Based on a summary of the breach incident, an initial assessment of the incident will be completed by the relevant Bureau/ Office ITTF.  This assessment will include an assessment of internal notifications that need to be completed.  The assessment will also identify staff outside of the BITTF that will need to participate in incident response activities.
[bookmark: _Toc178074740]3.10 Confirm Completion of Appropriate Internal Notifications
The BITTF will confirm that the notifications identified during the initial assessment are completed.   Note that these are notifications that are internal to the Department of the Interior and the Federal Government (e.g. DOI-CIRC, US-CERT, OMB), not external notifications to affected individuals or the press.
[bookmark: _Toc178074741]3.11 Confirm Involvement of Appropriate Personnel
The BITTF will confirm the participation and availability of personnel outside of the BITTF that will need to participate in incident response activities.  This includes personnel from within the affected bureau or office and additional staff from the organizations represented on the BITTF.  
[bookmark: _Toc178074742]3.12 Determine Exact Nature of the breach
The affected bureau or office will take the lead in documenting the exact nature of the information lost.  This step includes the identification of the sensitivity of the information, whether Indian Trust Data is involved, the number of individuals impacted, etc.  The “DOI Missing IT Asset Impact Analysis” form (see Appendix A) will be used to collect this information.  This form and any other supporting documentation (e.g., examples of documents that were lost) will be provided to the BITTF and when required the Interior ITTF.
[bookmark: _Toc178074743]3.13 Analyze PII Involved to Determine Potential Impact
Based on the information provided in the previous step, an analysis of the information lost and the potential impact will be conducted.  Responsibility for the completion of this analysis will be determined by the BITTF based upon the specific nature of the incident.   

This analysis must consider factors including:

· Was the loss intentional?
· Was the data the target?
· Was the PII in question, as defined under the Privacy Act, lost?
· Could loss result in Privacy Act harm/liability?  
· How many individuals were affected?
· Are the identities of the affected individuals revealed or potentially known?
[bookmark: _Toc178074744]3.14 Determine Mitigation Plan of Action
Based upon the analysis performed in the previous step, the BITTF will determine appropriate actions to mitigate the impact of the incident.  These actions may include:

· Whether or not notification is necessary.
· Analyze factors to take into account in determining whether or not to notify affected individuals.
· Provision of credit monitoring services to affected individuals.
· Establishment of a call center to assist affected individuals (see Appendix B for guidance regarding the establishment of call centers).

DOI will make good faith efforts to mitigate, to the extent practicable, any harmful effect that is known to have occurred as a result of a use or disclosure of PII and PHI information by DOI or its business associates in violation of DOI’s policies and procedures or of the privacy regulations.  The following factors will be evaluated to determine whether or how to mitigate any damages:

· Likelihood of damage may not be immediately known therefore re-assessment of the level of impact as defined by NIST may be necessary as more information becomes available:

1. Low- the loss of confidentiality, integrity, or availability is expected to have a limited adverse affect on organizational operations, organizational assets or individuals.

2. Moderate- the loss of confidentiality, integrity, or availability is expected to have a serious adverse affect on organizational operations, organizational assets or individuals.

3. High- the loss of confidentiality, integrity, or availability is expected to have a severe or catastrophic adverse affect on organizational operations, organizational assets or individuals.

· The nature of the damage that occurred, if any;

· Likelihood of data being accessible;

· The amount of damage, if any; 

· The PII that was used or disclosed; 

· The reasons for the use or disclosure; and 

· Whether the harm can be mitigated. 
[bookmark: _Toc178074745]3.15 Complete Mitigation Plan of Action and External Notification  
Following the assessment of the breach incident, the mitigation plan of action and external notification should be completed as determined appropriate by the BITTF based on the nature of the incident.  Section 4.0 of this Strategy, “External Breach Notification,” details the external breach notification policy for incidents involving PII and may be consulted for further information.    

Note that the Director of Public Affairs, or designee, is responsible for directing all meetings and discussions with the news media and the public, in coordination with the BITTF and/or Interior ITTF.  In the absence of Public Affairs representative, the responsibility reverts to the Deputy Secretary.
[bookmark: _Toc178074746]3.16 Review Lessons Learned
The final step in incident response activities is for the ITTF to perform an assessment of “lessons learned” and to consider whether modifications to the Privacy Loss Mitigation Strategy or incident handling procedures are warranted.

BITTF and ITTF should notify Bureau/Office Information Reduction Teams in cases where PII collections involved in an incident might be reduced.[footnoteRef:25] [25:  See footnote 22 of the Strategy regarding the formation and duties of the information reduction teams. ] 

[bookmark: _Toc178074747]
4.0 External Breach Notification
 
Once the BITTF is notified that there is a breach of PII, persons affected by the breach will be notified by the Agency Head or senior-level personnel he/she may designate in writing without unreasonable delay, but no later than ten (10) business days after the determination is made.[footnoteRef:26]  When the breach involves a Federal contractor or a public-private partnership operating a system of records on behalf of the agency, the agency is responsible for ensuring that any notification and corrective actions are taken.[footnoteRef:27]   [26:  Notification involving only a limited number of individuals (e.g., under 50) may be also issued jointly under the auspices of the Chief Information Officer and the Chief Privacy Officer or Senior Agency Official for Privacy.    ]  [27:  The roles, responsibilities, and relationships with contractors or partners should be reflected in your breach notification policy and plan, your system certification and accreditation documentation, and contracts and other documents.   ] 

   
[bookmark: _Toc178074748]4.1 External Notification Determining Factors 
The need for providing an external notification of a breach to impacted individuals should be assessed on a case by case basis.  There are six elements which should be considered in determining if external notification is necessary:

1. Whether the breach notification is required;
2. Timeliness of the notification;
3. Source of the notification;
4. Contents of the notification;
5. Means of providing the notification; and
6. Who receives the notification: public outreach in response to a breach.
[bookmark: _Toc178074749]4.2 Whether Breach Notification is Required
In assessing whether breach notification is required, the following should be considered: 

· Nature of the data elements breached- consider the elements of data in light of their context and the broad range of potential harms flowing from their disclosure to unauthorized individuals;  

· Number of individuals affected- the magnitude of number of affected individuals may dictate the method(s) one chooses to provide notification, but should not be the determining factor for whether an agency ultimately should provide notification;

· Likelihood the information is accessible and useable- upon learning of a breach, agencies should assess the likelihood PII will be or has been used by unauthorized individuals.  An increased risk the information will be used by unauthorized individuals may influence the agency’s decision to provide notification.  The assessment of risk of use should be guided by NIST standards and guidance; 

· Likelihood the breach may lead to harm- possible harms associated with a breach, such as potential for blackmail, mental pain, emotional distress, disclosure of address information for victims of abuse, or secondary uses of information that can lead to fear or unwarranted exposure leading to humiliation or loss of self-esteem; use of certain information, such as social security numbers, for identity theft; and

· Ability of the Agency to mitigate the risk or harm- containing the breach, appropriate counter measures to prevent further damage, can limit associated harm of breach.
[bookmark: _Toc178074750]4.3 Timeliness of Notification
The relevant BITTFs must convene immediately once a breach is discovered to include PII.  BITTFs must also evaluate whether notification can be made to affected individuals and which notification actions to take.  BITTFs will “take any measures necessary [to] determine the scope of the breach and, if applicable, to restore the reasonable integrity of the computerized data system compromised.”[footnoteRef:28]  Any decisions to delay notification should be made by the Secretary of the Interior or a senior-level individual he/she may designate in writing.[footnoteRef:29]   [28:  See OMB Memorandum M-07-16, Attachment 3, pg. 16. ]  [29:  Id. ] 

[bookmark: _Toc178074751]4.4 Source of Notification 
The Secretary or designee will issue an external notification of a breach involving PII.  Notification involving only a limited number of individuals (e.g., under 50) may also be issued jointly under the auspices of the Chief Information Officer and the Departmental Privacy Officer or Senior Agency Official for Privacy.[footnoteRef:30]   [30:  Id. ] 

[bookmark: _Toc178074752]4.5 Contents of Notification 
Once a determination has been made by the BITTF that actual notification of a breach should be issued to the individuals of the breach, within ten (10) business days of that determination a notification should be issued with the following components: 

· A general description of the incident; 

· The Police Report number, if available; 

· Instructions and necessary information for notifying the major credit agencies of suspected or potential identity theft; and

· The Bureau/Office or when applicable the Department’s Privacy Office telephone numbers, including a Hotline number, and website information as appropriate.  

[bookmark: _Toc178074753]4.6 Methods of Providing Notification   
Means of notification to individuals impacted by a breach will depend on the number of individuals affected, what contact information is available for affected individuals, and the best form of communication so as not to unnecessarily alarm the public.[footnoteRef:31]  Examples of such forms of notification include: [31:  Id.  ] 


· Telephone contact may be appropriate when circumstances dictate urgency and when a limited number of individuals are affected.

· First-Class Mail notice should be sent separately from any other mailing so that it is conspicuous.   The front of the envelope should be labeled to alert the recipient to the importance of its contents, e.g., “Data Breach Information Enclosed” and should be marked with the name of the Agency as the sender to reduce the likelihood the recipient thinks it is advertising mail.

· E-mail may be used when an individual has given consent to use e-mail as a primary means of communication with the agency and no known mailing address is available.  E-mail may also be used in conjunction with postal mail if the circumstances of the breach warrant such an approach.  E-mail notification should include links to the agency and www.usa.gov websites.   

· Existing Government-wide Services such as USA Services, including toll-free number of 1-800-FedInfo and www.usa.gov.

· Newspapers or other public media outlets can be used as a form of notification.   In such cases, toll-free call centers staffed by trained personnel will be established to handle inquiries from affected individuals and the public.   

· Substitute Notices can be used in instances where the Agency does not have sufficient contact information to provide notification.   Substitute notice should consist of a conspicuous posting of the notice on the home page of your agency’s website and notification to major print and broadcast media, including major media in areas where the affected individuals reside.   The notice to media should include a toll-free number where an individual can learn whether or not his or her personal information is included in the breach.

· Accommodations should be made for individuals who may be visually or hearing impaired consistent with Section 508 of the Rehabilitation Act of 1973 should be given.   Accommodations may include establishing a Telecommunications Device for the Deaf (TDD) or posting a large type posting on the agency website.
[bookmark: _Toc178074754]4.7 Notification of Third Parties
Notification of Third Parties including the Media will require careful planning and execution so as not to unnecessarily alarm the public.[footnoteRef:32]  Based upon the analysis described in Section 4.1, the BITTF (or ITTF in certain instances) will determine appropriate notification to parties external to the Department of the Interior or the Federal Government.  This determination must also identify how and when the notification will be accomplished.  External parties to be notified may include: [32:  See OMB M-07-16, Attachment 3(A)(4).  ] 


· Notification to affected individuals (see Appendix C for sample notification letters);

· Notification to the general public and the news media in a format to be determined based on the type and scope of the breach.  (See Sample Press Release in Appendix C.)
   
When appropriate, public media should be notified as soon as possible after the discovery of a breach and the response plan, including the notification has been developed.   Notification may be delayed upon the request of law enforcement or national security agencies as described above in Section 2.3.  To the extent possible, when necessary prompt public media disclosure is generally preferable because delayed notification may erode public trust.  

Any web posting about breach and notification should be done in a clearly identifiable location on the home page of the Agency website as soon as possible after the discovery of a breach and the decision to provide notification to the affected individuals.   The post should include a link to Frequently Asked Questions (FAQ) and other talking points to assist the public’s understanding of the breach.

Public and Private Sector Agencies may need to be notified on a need to know basis, particularly those that may be affected by the breach or may play a role in mitigating the potential harms stemming from the breach.

Congressional inquiries may be made and the Agency should be prepared to respond to these and inquires from other governmental agencies such as the Government Accountability Office.
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Appendix A 
[bookmark: _Toc178074756]DOI Missing IT Asset Impact Analysis Form
INSTRUCTIONS  		Use Missing IT Asset Impact Analysis per DOI Incident Response policy.
	Complete all required information.  Attach supporting evidence such as logs, screenshots, files and reports.

ASSESSOR INFORMATION
Name: _____________________________________	Ext____	Signature: _________________________________	Date: ________

I.   INFORMATION ABOUT ASSET		
     	Laptop	        Desktop            Blackberry         ID Card        Other (describe) ______________________________     

      Brand/ Model: __________________________________	Serial Number: __________________________________________

       Asset Tag Number: _____________


II.  ASSET LOSS INFORMATION 
	Person Asset Assigned To:   __________________________________ Date/Time Reported Missing: _____________________________
Asset Location: ____________________________________________ Date/Time Last in Possession:  ____________________________
Brief Description of How Loss Occurred:  _____________________________________________________________________________
	________________________________________________________________________________________________________________

III. DESCRIPTION (IN DETAIL) OF PHYSICAL AND TECHNICAL PROTECTIONS ON ASSET:































	IV. IMPACT ANALYSIS
	
	
	
	

	INFORMATION TYPE & SOURCE [footnoteRef:33] [33:  Information Type from NIST 800-60 (in addition to the source of information, also indicate information ownership)] 

	POTENTIAL IMPACT [footnoteRef:34] [34:  Potential impact from NIST 800-60 as modified using scoping/mitigating factors] 

	SENSITIVE DATA INVOLVED
	WAS THE INFORMATION ENCRYPTED?
(YES/NO) 
	SCOPING/MITIGATING FACTORS
(IN ADDITION TO ANY OTHER FACTORS, INCLUDE: A DESCRIPTION OF THE PRODUCT USED TO ENCRYPT THE DATA; IF THE ENTIRE DRIVE IN QUESTION WAS ENCRYPTED OR JUST THE FILE; IF ONLY THE FILE WAS ENCRYPTED, IS THERE A LIKELIHOOD OF DATA REMNANTS ELSEWHERE ON THE DRIVE; AND INDICATE IF THE ENCRYPTION WAS COMPLIANT WITH THE MOST CURRENT VERSION OF NIST FIPS PUB 140-XXX.) 


	
	LO
	MED
	HI
	PII [footnoteRef:35] [35:  Check if the data contained PII.] 

	IITD[footnoteRef:36] [36:  Check if the data contained IITD (if not checked but Trust Data was involved, address in Scoping section).] 

	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	INFORMATION TYPE[footnoteRef:37] [37:  Complete one row for each Information type containing PII.] 

	PII AND/OR IITD DESCRIPTION
	
	AFFECTED INDIVIDUALS[footnoteRef:38] [38:  Provide an estimate of the number of individuals whose data is compromised.] 


	
	
	
	

	
	
	
	

	
	
	
	











V.  ADDITIONAL PROTECTIONS/ACTIONS TAKEN RESULTING FROM IMPACT ANALYSIS:





REVIEWERS INFORMATION
Name: _____________________________________	Ext____	Signature: _________________________________	Date: ________

VI.  REPORTING	    OIG	    DOI CIRC	    DHS US-Cert	    Bureau CIRC/CERT	    LOCAL POLICE

VII.  ROUTING	    SAOP 	    CIO	    CISO               OIG                   Solicitor	    DHS US-Cert

[bookmark: _Toc178074757]
Appendix B
[bookmark: _Toc178074758]General Guidance for the Establishment of a Call Center in the Event of a Privacy Act Breach

In the event of a significant privacy breach of Personally Identifiable Information (PII) the following guidance is provided as the BITTF or Interior ITTF considers whether to establish a call center to handle inquiries related to the incident.  The purpose of a call center is to provide individuals a number to call to obtain further information regarding the spillage and possible actions they may want to take to lessen the incident’s impact on their personal lives (i.e., identity theft, etc.).

The decision to establish a call center should be based on several considerations:

· If a bureau has a privacy breach that does not extend outside the organization (i.e., those affected by the breach are known and can be contacted), then establishment of a call center would not normally be necessary.

· If the breach affects a large number of individuals and those individuals are not easily identifiable or easily contacted, establishment of a call center should be considered to allow those potentially impacted to call and obtain additional information regarding the breach.

· Each situation will be unique and the decision to establish a call center must be based on the individual circumstances.   The main concern should be the sharing of information with those affected and how they may obtain assistance.

· Once the decision is made to establish a call center there are several follow-up options:

· Contact the National Business Center (NBC) to obtain a toll-free number.   This option is most likely the least expensive, since the impacted bureau will be providing its own personnel to staff the call center.

· Contact the General Services Administration’s (GSA) USA Services Group to establish a call center supported and manned by GSA personnel.  A statement of work (SOW) will be required and the call center can be up and running usually within 72 hours.  SOW requirements can be found at http://www.usaservices.gov under FirstContact.  A generic SOW is provided there.  A thorough description of the incident and set of frequently asked questions will also be required for GSA personnel to refer to when fielding questions.  GSA POCs are:  Ms. Teresa Nasif at 202-501-1794 and Mr.  Bob Corey, Contracting Officer, at 202-501-1797.   





Suggested items to consider based on the nature of the breach would include but are not limited to:

· Use of existing bureau personnel to man the call center and the number of individuals required.

· Training of call center operators.

· Pre-staged frequently asked questions (FAQs).   Below are questions used during the Veteran’s Administrations privacy breach in May 2006.  These could be used as a starting point and tailored to meet the requirements of a specific breach.

· Ability to adjust manning in response to call volume.

· Daily hours of operation.

· Cost of service.

· Logging calls.

· Bureau and Department reporting requirements.

· Advertising call center number(s) and making breach information readily available to those affected (i.e., on bureau’s and other appropriate websites, mass emailing(s) to those affected, news media, etc.).

· Department periodic check of call center quality of customer service.

· Criteria to disestablish call center.

· Ensure training procedures are in place to prevent additional inadvertent disclosure of PII or sensitive agency information resulting from legitimate or illegitimate deliberate calls attempting to exploit social engineering weaknesses to gain additional unauthorized access to or disclosure of information.  

Sample Call Center Frequently Asked Questions:

1. How can I tell if my information was compromised?

At this point there is no evidence that any missing data has been used illegally.  However, the Bureau of _______________ is asking each individual to be extra vigilant and to carefully monitor bank statements, credit card statements and any statements relating to recent financial transactions.  If you notice unusual or suspicious activity, you should report it immediately to the financial institution involved.

2. What is the earliest date at which suspicious activity might have occurred due to this data breach?

The information was stolen from an employee of the Bureau of _____________ during the month of ______, 20XX.  If the data has been misused or otherwise used to commit fraud or identity theft crimes, it is likely that individuals may notice suspicious activity during the month of _________.

3. I haven’t noticed any suspicious activity in my financial statements, but what can I do to protect myself and prevent being victimized by credit card fraud or identity theft?

The Department of ____________ strongly recommends that individuals closely monitor their financial statements and visit the Department of _____________ special website at www.________________.gov.

4. Should I reach out to my financial institutions or will the Department of _________________ do this for me?

The Department of ______________ does not believe that it is necessary to cancel credit cards and bank accounts, unless you detect suspicious activity.   However, you should contact your financial institutions (e.g., bank or financial lenders, credit card companies, the Social Security Administration, etc.) to notify  them that your PII may have been lost, stolen or obtained by an unauthorized third-party and have a “fraud alert” placed on your accounts/files.   

5. Where should I report suspicious or unusual activity?

The Federal Trade Commission recommends the following four steps if you detect suspicious activity:

· Contact the fraud department of one of the three major credit bureaus: 

Equifax: 1-800-525-6285; www.equifax.com; P.O.  Box 740241, Atlanta, GA 30374-0241.
 
Experian: 1-888-EXPERIAN (397-3742); www.experian.com; P.O.  Box 9532, Allen, Texas 75013.  

TransUnion: 1-800-680-7289; www.transunion.com; Fraud Victim Assistance Division, P.O.  Box 6790, Fullerton, CA 92834-6790.

· Close any accounts that have been tampered with or opened fraudulently.

· File a police report with your local police or the police in the community where the identity theft took place.

· File a complaint with the Federal Trade Commission by using the FTC’s Identity Theft Hotline by telephone: 1-877-438-4338, online at www.consumer.gov/idtheft, or by mail at Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington DC 20580.

6. I know the Department of ____________________ maintains my health records electronically.  Was this information also compromised?

No electronic medical records were compromised.  The data lost is primarily limited to an individual’s name, date of birth, social security number, in some cases their spouse’s information, as well as some disability ratings.  However, this information could still be of potential use to identity thieves and we recommend that all individuals be extra vigilant in monitoring for signs of potential identity theft or misuse of this information.

7. What is the Department of _____________________ doing to ensure that this does not happen again?

The Department of ______________ is working with the President’s Identity Theft Task Force, the Department of Justice and the Federal Trade Commission to investigate this data breach and to develop safeguards against similar incidents.  The Department of _____________________ has directed all employees to complete the “DOI Cyber Security Awareness Training Course” and complete the separate “DOI Employee Privacy Awareness Course” by ___________, 20XX.  In addition, the Department of ______________________ will immediately be conducting an inventory and review of all current positions requiring access to sensitive data and require all employees requiring access to sensitive data to undergo an updated National Agency Check and Inquiries (NACI) and/or a Minimum Background Investigation (MBI) depending on the level of access required by the responsibilities associated with their position.  Appropriate law enforcement agencies, including the Federal Bureau of Investigation and the Inspector General of the Department of __________________, have launched full-scale investigations into this matter.

8. Where can I get further, up-to-date information?

The Department of ______________________ has set up a special website and a toll-free telephone number for employees which features up-to-date news and information.  Please visit www._________________.gov or call 1-800-XXX-XXXX.

9. Does the electronic data theft affect only __________________?

It potentially affects all employees hired since ____________, which is when automated records management began and regular input of information commenced.

We urge everyone possibly affected to be extra vigilant and monitor their financial accounts.

[bookmark: _Toc178074759]
Appendix C 
[bookmark: _Toc178074760]Sample Written Notification
[bookmark: _Toc178074761]SAMPLE LETTER 1 
Data Acquired: Credit Card Number or Financial Account Number Only 
(NOTE: DO NOT insert actual credit card or financial account numbers!)

Dear :  

We are writing to you because of a recent security incident at [name of responsible bureau or office].  [Describe what happened in general terms, what type of Personally Identifiable Information was involved, and what you are doing in response.] 

To protect yourself from the possibility of identity theft, we recommend that you immediately contact [credit card or financial account issuer] at [phone number] and close your account.  Tell them that your account may have been compromised.  If you want to open a new account, ask [name of account issuer] to give you a PIN or password.  This will help control access to the account.  

For more information on identity theft, we suggest that you visit the Web site of the Federal Trade Commission at http://www.consumer.gov/idtheft.  

If there is anything [name of responsible bureau or office] can do to assist you, please call [toll-free phone number].  

[Closing] 

[bookmark: _Toc178074762]
SAMPLE LETTER 2 
Data Acquired: Driver’s License or ID Card Number
(NOTE: DO NOT insert actual credit card or financial account numbers!)

Dear : 

We are writing to you because of a recent security incident at [name of responsible bureau or office].  [Describe what happened in general terms, what kind of Personally Identifiable Information was involved, and what you are doing in response.] 

Since your Driver’s License number was involved, we recommend that you immediately contact your local DMV office to report the theft.  Ask them to put a fraud alert on your license.  Then call the toll-free DMV Fraud Hotline at [Insert Hotline Number] for additional information.  

To further protect yourself, we recommend that you place a fraud alert on your credit files.  A fraud alert lets creditors know to contact you before opening new accounts.  Just call any one of the three credit reporting agencies at a number below.  This will let you automatically place fraud alerts with all of the agencies.  You will then receive letters from all of them, with instructions on how to get a free copy of your credit report from each.  

Experian 		Equifax 		TransUnion 
888-397-3742 		800-525-6285 		800-680-7289 

When you receive your credit reports, carefully review them.  Look for accounts you did not open.  Look for inquiries from creditors that you did not initiate.  And look for PII, such as home address and Social Security number that is not accurate.  If you see anything you do not understand, call the credit reporting agency at the telephone number on the report.  

If you do find suspicious activity on your credit reports, call your local police or sheriff’s office and file a report of identity theft.  [Or, if appropriate, give contact number for law enforcement agency investigating the incident for you.] Get a copy of the police report.  You may need to give copies to creditors to clear up your records.  

Even if you do not find any signs of fraud on your reports, we recommend that you check your credit reports every three months for the next year.  Just call one of the numbers above to order your reports and keep the fraud alert in place.  

For more information on identity theft, we suggest that you visit the Web site of the Federal Trade Commission at http://www.consumer.gov/idtheft.  If there is anything [name of responsible bureau or office] can do to assist you, please call [toll-free phone number].  

[Closing] 

[bookmark: _Toc178074763]SAMPLE LETTER 3 
Data Acquired: Social Security Number
(NOTE: DO NOT insert actual Social Security Number!)
 
Dear : 

We are writing to you because of a recent security incident at [name of responsible bureau or office].  [Describe what happened in general terms, what kind of Personally Identifiable Information was involved, and what you are doing in response.] 

To protect yourself from the possibility of identity theft, we recommend that you place a fraud alert on your credit files (credit card companies, personal banking institutions, Social Security Administration, etc.).  A fraud alert lets creditors know to contact you before opening new accounts.  You can contact any one of the three credit reporting agencies at a number below to have a fraud alert placed on your account (you may be asked to contact other financial institutions separately).  This will allow you to place fraud alerts with all of the agencies.  You will then receive letters from all of them, with instructions on how to get a free copy of your credit report from each.  

Experian 		Equifax 		TransUnion 
888-397-3742 		800-525-6285 		800-680-7289 

When you receive your credit reports, look them over carefully for accounts you did not open.  Also, look for inquiries from creditors that you did not initiate.  In addition, look for personally identifiable information, such as home addresses and Social Security numbers that are not accurate.  

If you see anything you do not understand, contact the credit reporting agency at the telephone number on the report.  If you do find suspicious activity on your credit reports, call your local police or sheriff’s office and file a police report of identity theft.  [Alternatively, if appropriate, give contact number for law enforcement agency investigating the incident for you.]  Get a copy of the police report.  You may need to give copies of the police report to creditors to clear up your records.  

Even if you do not find any signs of fraud on your reports, we recommend that you check your credit report every three months for the next year.  Contact one of the credit reporting agencies above to order your reports and keep the fraud alert in place.  For more information on identity theft, we suggest that you visit the Web site of the Federal Trade Commission at http://www.consumer.gov/idtheft.  If you need further assistance, please contact [name and telephone number of responsible bureau or office].  

[Closing]  

[bookmark: _Toc178074764]
SAMPLE NEWS RELEASE  
Data Acquired: Social Security Number


Information on Departmental Security Issue
	Media Inquiries:  (202) ______________
In May 2006, a laptop computer and hard drive containing sensitive data was stolen from a Department of ______________ employee’s home.   The equipment was recovered and the FBI concluded that no personally identifiable information was accessed or compromised.   Even before the equipment was recovered, the Department of ______________undertook numerous actions to ensure the safety and security of information.
Since the incident, all Department of _____________ employees have received training in the proper handling of sensitive information.   Laptop computers throughout the department have previously had reliable data encryption programs installed and updated.    Department of ______________ Secretary ______________ is committed to making the department the gold standard for all of government in the area of information security.   “ Department of ___________ remains unwavering in its resolve to become the leader in protecting personal information, training and educating our employees in best practices, and establishing a culture that always puts the safekeeping of employees’ personal information first,” the Secretary said
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[bookmark: _Toc178074768]Definitions
Access: The ability or opportunity to gain knowledge of personally identifiable information.

Breach: The loss of control, compromise, unauthorized disclosure, unauthorized acquisition, unauthorized access, or any similar term referring to situations where persons other than authorized users, and for an other than authorized purpose, have access or potential access to personally identifiable information in usable form, whether physical or electronic.  A breach would not occur if, for example, the information was properly encrypted within a mobile computing device because the information would be unusable.  

Personally Identifiable Information (PII): Information which can be used to distinguish or trace an individual's identity, such as their name, social security number, date and place of birth, mother’s maiden name, biometric records, etc., including any other personal information which is linked or linkable to a specific individual.

Privacy: Freedom of an individual from intrusion or observation; the right to maintain sole control over PII; and the expectation that others will respect the individual’s rights.  

Protected Health Information (PHI): individually identifiable health information (IIHI) that is maintained or transmitted in any form, including oral communications that is created or received by a health care provider, relates to the past, present or future physical or mental condition of an individual; provision of health care to an individual; or payment for that health care; and identifies or could be used to identify the individual.  

Professional Need to Know: Specific and limited information necessary to complete assigned work, in the case of performing official business.

Security: Administrative, physical and technical safeguards, used to control access and protect information from accidental or intentional disclosure to unauthorized persons and from alteration or destruction, to maintain the integrity of the information.  

Security Incident: The attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system.  

Mitigation: To make less severe, to partially remove, or to correct, so that harmful effects of an incident are reduced or eliminated.  

Violation: Infraction of a law; going against established rules.  



Examples of Violations 

1. Misuse of computer access passwords (i.e., sharing or posting passwords, unauthorized use of others’ accounts, allowing use of accounts by others, etc.) 

2. Attempting to bypass or exploit physical or technical information security measures.  

3. Accessing PII outside of your “Professional Need To Know”, either for personal curiosity or as a “favor” for someone else.  

4. Storing unencrypted PHI or PII on removable/portable computer media/devices, laptops, remote workstations, (disks, CD’s, tapes, keys, etc.) 

5. Unauthorized publication of PII in any medium.  

6. Selling PII or inappropriately giving such information to the news media or other unauthorized recipients.

7. Unauthorized disclosure of PII to persons without a “Need to Know” either deliberately or accidentally (i.e., discussing PII in public places, leaving documents containing PII unattended in public places, posting PII on unsecured web-sites, sending PHI in emails outside of DOI systems, “misplacing” or otherwise losing unencrypted PHI or PII stored on removable computer media, etc.).  
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