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[bookmark: _Toc157913581][bookmark: _Toc157914036][bookmark: _Toc157937563][bookmark: _Toc157937809][bookmark: _Toc178067752]Background
Safeguarding Personally Identifiable Information (PII) in the possession of the government and preventing its breach is essential to ensure the government retains the trust of the American public.  On May 10, 2006 the President established the Identity Theft Task Force by Executive Order 13402 to strengthen Federal efforts to protect against identity theft.  In support of this effort, the Office of Management and Budget (OMB) has defined requirements for the development and implementation of Federal agency breach notification policies and guidelines for safeguarding PII.

One of the requirements defined by OMB is the establishment by each Federal agency of an agency response team.  This team is responsible for defining the policies and procedures that will govern responses to breaches of PII that occur within the span or control of the Department.  The team is also responsible for implementing the policies and procedures in response to individual incidents of PII breaches.  This document defines the specific responsibilities of Interior’s Identity Theft Task Force (ITTF) in order to meet the requirements for an agency response team as defined by OMB.

The mission of the ITTF is to provide advance planning, policy, breach incident coordination and guidance regarding the actual and potential breaches of PII within the custody of the Department.  The ITTF will meet on an ad hoc basis to address incidents of breach and to update the Privacy Loss Mitigation Strategy pursuant to newly issued memoranda from OMB, Office of Personnel Management (OPM)[footnoteRef:1] or pursuant to the Federal Information Security Management Act (FISMA) which require agency action.    [1:  See OPM Memorandum, “Guidance on Protecting Federal Employee Social Security Numbers and Combating Identity Theft,” issued June 18, 2007 at http://www.chcoc.gov/Attachments/trans847.pdf.    ] 

 
In the event of a breach, the Interior ITTF serves as liaison and decision making body between the functional area(s) affected and other organizations and Bureau/ Office ITTFs (BITTFs).[footnoteRef:2]  Liaison services include the support provided by DOI Computer Incident Response Center (DOI-CIRC) incident response teams, Office of the Inspector General (OIG), Office of Management and Budget (OMB), United States Congress, and public information dissemination handled by Public Affairs, among others.   [2:  The duties of the Bureau/ Office ITTFs (BITTFs) are outlined in the Departmental Privacy Loss Mitigation Strategy, issued in September 2007 by the Office of the Chief Information Officer.  As noted in that Strategy, Bureaus and Offices may use this Charter as template for establishing their BITTFs. ] 


[bookmark: _Toc178067753]Identity Theft Task Force Membership
The ITTF will be comprised of the following Department of the Interior officials as permanent core members[footnoteRef:3]:  [3:  See OMB Memorandum, “Recommendations for Identity Theft Related Data Breach Notification,” issued September 20, 2006 at http://www.whitehouse.gov/omb/memoranda/fy2006/task_force_theft_memo.pdf. ] 


· Senior Agency Official for Privacy (SAOP) (Acts as Chairperson or designates an alternate as the Chairperson)
· Departmental Privacy Officer
· Chief Information Officer (CIO)[footnoteRef:4] [4:  Current DOI policy assigns the role of Senior Agency Official for Privacy (SAOP) to the Chief Information Officer.  The two roles are defined separately in this document in the event that the role of SAOP is filled by someone other than the CIO at some point in the future.] 

· Chief Financial Officer (CFO)
· Solicitor 
· Inspector General (IG)
· Chief Information Security Officer (CISO)
· Legislative Affairs Officer

[bookmark: _Toc178067754]Identity Theft Task Force Responsibilities
The Interior ITTF is responsible for:

· Defining policies and procedures for protecting PII and preventing identity theft.

· Defining policies and procedures for responding to breaches of PII.

· Reviewing policies and procedures on a regular basis and making updates to policies and procedures as appropriate.

· Determining appropriate responses to incidents of PII breaches, following the policies and procedures that have been defined (referred from BITTFs).

Initially the ITTF will be responsible for finalizing, approving and issuing a Departmental Privacy Loss Mitigation Strategy.

In order to fulfill its responsibilities, the ITTF will coordinate with other DOI offices such as Human Resources, Bureau/Office Chief Information Officers, Bureau/Office Privacy Officers, the Office of Law Enforcement and the Office of the Inspector General Cyber Crimes Investigative Unit.  Additionally, the ITTF will work closely with other Federal agencies, and teams as needed.

Assignments will be made within the ITTF for developing specific work products such as draft policies and procedures.  The ITTF Chairperson may assign action items to ITTF members or their organizations.  The task force may appoint temporary project working groups to address specific issues. 

Approval of additions, deletions, or modifications to Departmental PII breach incident handling policy, procedures, standards, or technical guidelines will be determined based on collaboration and consensus, or when necessary, by a majority.

The ITTF will establish processes for approval and promulgation of new and updated policies relating to PII and identity theft.
[bookmark: _Toc178067755]Meetings and Scheduling
Task force teleconference meetings will be held on a bi-monthly basis.  Other meetings may be called by the Senior Agency Official for Privacy or task force members if deemed necessary to respond to specific incidents involving PII or fulfill the ITTF duties listed above in section 3.0.  When possible, face-to-face meetings are to be held on a quarterly basis and in synchronization with the FISAM Quarterly Report.  ITTF meeting criteria will include:

· Agenda:  The ITTF Chairperson will distribute the agenda prior to each meeting via email or fax.  Possible agenda items for future meetings will be collected at the end of each meeting, but may also be submitted electronically prior to the next meeting.  Sensitive issues and materials will be handled appropriately.

· Conduct:  Meetings will be structured, adhere to the published agenda, and follow recognized meeting behavior (e.g., respect, listening, sharing, courtesy, etc.).

· Chairperson:  The ITTF Chairperson will provide the deciding vote in the event of a tie, and act immediately on urgent requirements by polling task force members by phone, email, or fax.

· Recording Secretary:  The ITTF will select a recording secretary who will record meeting minutes, requirements and action items.  The recording secretary will provide written minutes and an action item report to all members within two working days of each meeting.  The recording secretary may be a member of the task force.
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Definitions
Access: The ability or opportunity to gain knowledge of personally identifiable information.

Breach: The loss of control, compromise, unauthorized disclosure, unauthorized acquisition, unauthorized access, or any similar term referring to situations where persons other than authorized users, and for an other than authorized purpose, have access or potential access to personally identifiable information in usable form, whether physical or electronic. A breach would not occur if, for example, the information was properly encrypted within a mobile computing device because the information would be unusable. 

Personally Identifiable Information (PII): Information which can be used to distinguish or trace an individual's identity, such as their name, social security number, date and place of birth, mother’s maiden name, biometric records, etc., including any other personal information which is linked or linkable to a specific individual.

Privacy: Freedom of an individual from intrusion or observation; the right to maintain sole control over PII; and the expectation that others will respect the individual’s rights. 

Professional Need to Know: Specific and limited information necessary to complete assigned work, in the case of performing official business.

Security: Administrative, physical and technical safeguards, used to control access and protect information from accidental or intentional disclosure to unauthorized persons and from alteration or destruction, to maintain the integrity of the information. 

Security Incident: The attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system. 

Mitigation: To make less severe, to partially remove, or to correct, so that harmful effects of an incident are reduced or eliminated. 

Violation: Infraction of a law; going against established rules. 
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_________________________________________________
Senior Agency Official for Privacy (SAOP)


_________________________________________________
Departmental Privacy Officer


_________________________________________________
Chief Information Officer (CIO)


_________________________________________________
Chief Financial Officer (CFO)


_________________________________________________
Solicitor


_________________________________________________ 
Inspector General (IG)


_________________________________________________
Chief Information Security Officer (CISO)


_________________________________________________
Legislative Affairs Officer






___________________________
DATE
6

image1.emf

